Monitoring a New Log Source with Nagios Log Server

2024R2

Purpose

This document describes how to configure a new log source to send log data to Nagios Log Server
2024R2.

Add a Log Source

When you log in to Nagios Log Server you are presented with the Home page. At the very top you will
see the green + Add Log Source button. You will also notice an ‘Add a log source’ section on the
upper right of the Home page where you can quickly access the specific setup guide for common

sources:
N  Home + Add Log Source @ System
[
EE Unigue Hosts @ View Active Alerts Manage Instances @ Add a log source
@
fal 6 0 1 ® windows (@ Linux () NetworkDevice  (¥) Other
o4
@ Number of Logs Per 15 Minutes Total Log Entries Within The Last Two Weeks
@ 10k
750k

While this documentation will detail setting up a Linux source, Log Server can collect data from many
source types.
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Click on the + Linux button on the top right of Home, or click the button, then select Linux:

N Home > Configure > Add Log Source + Add Log Source System
m Configure ~
og Add Log Source
E
+ Add Log Source o . . )
@ To start recieving logs, you need to set up your log source (computer, router, device, etc) and your configuration in Nagios Log
a 533 Configuration Editor Server. These guides walk you through how to do both.
@ System Logs ~
€ BD Linux a Linux > m. Windows > ==}  Network Device >
a3 L] —
G BN windows
BN Network Device
Appication Logs R Application Logs
BN Apache
-
BT 1S Web Server Apache Server > IIS Server = — MySQL Server >
—
B8 MysaL

Add a Linux Source

On the Linux Source Setup page you will be shown a code block with instructions on how to download
and run the setup-linux.sh script (under Run the Script). This script will automatically configure
rsyslog to send syslogs to your Nagios Log Server. The code block will already be populated with the
address and port of your Nagios Log Server.

Note: The address in the curl command is automatically populated and will be the address used in
your web browser, being taken from the URL you are using to access the Nagios Log Server web
interface. It could be something like 16.25.5.86 orn1ls@1.domain.local. If a DNS record is used,
the Linux server that you are configuring to send logs to Nagios Log server must be able to resolve
that DNS record.

Use your mouse to highlight and copy the code to your clipboard.

Establish a terminal session to the Linux machine that you want to configure to send logs to Nagios
Log server as the root user.
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Paste the code that has been copied into your clipboard into the terminal session, this will download
the script and run it. Here is a successful run of the setup-linux.sh script:

[root@Cent9Datasource ~]# curl -sS -0 http://192.168.0.31/nagioslogserver/scripts/setup-linux.sh
[root@Cent9Datasource ~]# sudo bash setup-linux.sh -s 192.168.0.31 -p 5544
Detected rsyslog 8.2102.0

Detected rsyslog work directory /var/lib/rsyslog

Destination Log Server: 192.168.0.31:5544

Creating /etc/rsyslog.d/99-nagioslogserver.conf...

SELinux is disabled.

rsyslog configuration check passed.

Restarting rsyslog service with 'service'...

Redirecting to /bin/systemctl restart rsyslog.service

Okay.

rsyslog is running with the new configuration.

Visit your Nagios Log Server dashboard to verify that logs are being received.

This shows a successful run of the script.

Once you get a similar output from the setup script, you can check that Log Server is now receiving
logs from the new source by entering it's IP address in the ‘Verify Incoming Logs’ section at the

bottom of the setup guide:

Verify Incoming Logs

Once you have configured the log sender, you should start receiving logs right away. Put in the sender's IP address

to see if you are receiving logs from that IP.
IP Address

192.168.0.235 Verify

Verified. There are 1241 logs for the host 192.168.0.235.
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Another option is navigate to the Dashboards page, then the Nagios Log Server Search dashboard,
and run a host query for the new source IP, replacing <IP.address> with the IP address of your
source:

host.ip:<IP.address>

N  Home > Dashboard + Add Log Source
)] :'ff:smg SeverSeamh s | M m £ @D~ (B - + Add Row < Share B Last2an v
o8

A Default Query Templates .
=) + @ hostip:192168.0.235
() 404 500 SSH ADErors

@ Nagios Logserver Search /'

@ Accountlockout  Password Change

Failed Login ~ Sendmail B
@ Events over time
G MySQL Errors  Network Outages
L]

Windows Firewall ~Windows Updates

~ Custom Query Templates +

A Filters +

® hostip:192.168.

All Events

Export as CSV
type T @timestamp T} message T/ hostip T4
syslog 2025-02-23723:16:01.953Z Nagios 484 B/s | 15 kB 00:03 192.168.0.235
syslog 2025-02-23T23:16:05.240Z -service: D 1921680235
syslog 2025-02-23723:20:19.4827 Selected source 23.155.40.38 (2.centos.pool.ntp.org) 192.168.0.235
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Note: If you want to force a log entry to be sent, execute the following command on your Linux
machine:

logger This is a test log entry

N Home > Dashboard <+ Add Log Source System
@ 2‘[:3:5 LogiSenvariSearch 3 in} B & B - B8 ~ + Add Row < Share B Last5m v () v
25
~ Default Q Templat
) etautt uery fempiates 4+ @ hostip:1921680.235 Clear
404 500 SSH ADErrors
Q @ Nagios Logserver Search  / + O
533 Account Lockout  Password Change
@ Failed Login ~ Sendmail ALE "
vents
MySQL Errors  Network Outages
@
Windows Firewall ~Windows Updates Export as CSV RIS
~ Custom Query Templates +
type T4 @timestamp T message T} hostip T
A FkES + syslog 2025-02-24T20:01:08.593Z (root) CMDEND (run-parts /etc/cron.hourly) 192.168.0.235
syslog 2025-02-24T20:02:00.719Z Created slice User Background Tasks Slice. 192.168.0.235
syslog 2025-02-24T720:01:08.593Z (/etc/cron.hourly) finished Oanacron 192.168.0.235
syslog 2025-02-24T20:01:08.586Z (/etc/cron.hourly) starting Oanacron 192.168.0.235

syslog 2025-02-24T720:01:38.1422 this is a test log entry <: 192.168.0.235

In the screenshot above you can see the test log entry, this confirms that Nagios Log Server is
receiving logs from the Linux machine.

Script Location on Server
In the previous section the setup-linux.sh script was downloaded from your Nagios Log Server. The

actual location of this script on your Nagios Log Server instance is:

/var/www/html/nagioslogserver/www/scripts/setup-1linux.sh
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Manual Setup

Some Setups have a scripted method, like the one we explored above, as well as a manual method
available on a separate tab. The manual method shows how to manually setup your log source in a
similar way to how the scripted method does. The manual options may allow for more

customization since you are editing the configuration file yourself.

The manual section for Linux shows a list of fields that must be replaced. It is also important to
note that the $WorkDirectory is where the rsyslog spool directory is located. If this path is

incorrect the rsyslog service will not start or restart.

Configuration Setup

Automatic Manual (rsyslog) Manual (syslog-ng)

Verify Spool and Config Location

Put the following commands in your terminal window to verify the rsyslog spool directory and that the rsyslog.d folder exists. The
second line will output the spool path you will need to add in the next section for $WorkDirectory in the configuration.

1s -d /var/lib/rsyslog || 1s -d /var/spool/rsyslog || mkdir -v /var/spool/rsyslog LE'
1s -d /var/lib/rsyslog || 1s -d /var/spool/rsyslog
1s -d /etc/rsyslog.d || mkdir -v /etc/rsyslog.d

The path to the working directory is found by running the commands in the code block.

Here is an example of the section being run:

[root@localhost tmpl]# 1ls -d /var/lib/rsyslog || 1ls -d /var/spool/rsyslog || mkdir -v /var/spool/rsyslog
/var/lib/rsyslog

[root@localhost tmp]# 1s -d /var/lib/rsyslog || 1ls -d /var/spool/rsyslog

/var/lib/rsyslog

[root@localhost tmp]# 1ls -d /etc/rsyslog.d || mkdir -v /etc/rsyslog.d

/etc/rsyslog.d
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You see the first and second commands are telling us where the rsyslog working directory is. In this
caseitis /var/lib/rsyslog.

Now that you know how to use both the script and the manual methods, check out the other types of
sources you can receive logs from by looking in the source setup section by clicking the + Add Log
Source button.

More Sources

Once you have your first source set up you might want to set up more. Clicking the + Add Log Source
button will bring you to the source setup selection page where you can choose what kind of source
you'd like to add and which type of setup style you wish to use.

Finishing Up

This completes the documentation on Monitoring a New Log Source with Nagios Log Server 2024R2.
If you have additional questions or other support-related questions, please visit us at our Nagios
Support Forum, Nagios Knowledge Base, or Nagios Library:

Visit Nagios Support Forum Visit Nagios Knowledge Base Visit Nagios Library
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