Nagios’

Nagios Xl — Managing Monitoring Plugins

The Industry Standard in IT Infrastructure Monitoring

Purpose

This document is intended to describe how to add or delete monitoring plugins in a Nagios Xl installation. Monitoring plugins are smart
programs which understand how to monitor specific services, applications, and devices. New plugins sometimes need to be installed in
the Xl installation when a user wants to monitor a new type of service or host.

Target Audience

This document is intended for use by Nagios Administrators.

Obtaining New Plugins

Hundreds of community-developed plugins are available to allow you to monitor various metrics, services, applications, and devices.
You can find an extensive listing of these community-developed plugins at the Nagios Exchange website:

http://exchange.nagios.org

Manually Installing Plugins

In certain cases it will be necessary to manually install new plugins. This may be necessary when:
*  You have custom plugins that you would like to migrate from an existing Nagios Core installation
* Aplugin is required to be installed setuid root (meaning it runs with special root permissions)

* Aplugin is comprised of multiple files, instead of a single script or binary file

In order to manually install new plugins, you'll need to transfer the plugins via SSH or some other method to the Nagios XI machine.
Monitoring plugins should be placed in the following directory of a Nagios Xl installation:

/usr/local/nagios/libexec

Uploading Plugins Through the Web Interface

Nagios’
The easiest method to upload new plugins for use with Nagios Xl is to X1 . — ,
. . Home Yiews Dashboards Reports Configure Help Admin
use the web interface. You can access the plugins management
interface from the administration menu: ¥ Quick Tool r o i
P Administration

Admin — Manage Plugins

Admin Home

¥ system Status

Systern Status
Manitaring Engine Status

¥ users

Manage Users

¥ System Config

Manage Systern Config
Manage Email Settings
Reset Security Credentials
License Information

¥ Monitoring Config

Config Snapshots
Manage Plugins

== Core Config Manager

¥V System Extensions

Manage Cornponents
Manage Dashlets
Manage Config Wizards

Manage vour X1 installation with the administrative option
that are shown belaw before using your X1 installation.

. Administrative Tasks

Task
Ongoing Tasks:

« Configure your monitaring setup
Add or modify items to be monitored.
o Aadd new user accounts
Setup new users with access to Magios X1.
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The plugins management screen allows you to download and delete  Nagios' teod 3 i
existing plugins, as well as upload new plugins from your web browser. ErE T

v
¥ quick Tools P . .
. . . . . admin Home Monitoring Plugins
When you up|oad a new p|ug|n using the web interface, Nag|os X Will |7 system status Wanags the monitoring plugins and scrpts that are installsd on this system, Use cauton when deletng plugins or scipts, as they
’ 1S ' i e i Sause yaur MonteRnG System t Generae arrars
automatically set the proper permissions on the plugin to allow it to be | romesomes | s rian
. . e [ | Bowse. || UploadPlugin
used by the monitoring system.
¥ System Config
m::gz ?ﬁ;ﬁ@iﬁ'ﬁ;‘f File Owner Group Permissions Date Actions
Reset Security Credentisls check_apt oot vt mecx | 2008-09-1111:15:56 [ 06
Lo i oD R (S [ F IR TRYRTRRS.. | -
F— check_by_ssh oot st e 2008004111160 X
Manage Plugins check_clamd oot root | weoex 2009-09-1111:15:58 | [ %
* Core Config Manager chesk_cluster oot toot | 2009081111156 | [
¥ System Extensions check_dhcp root |root | reranx 2009-09-11 11:16:01 | [ 3¢
Monage Dostis sheck iy ol oot x| 20000041 114600 B X
Manage Config Wizards check_disk oot root | e 2009-08-11 11:15:56 | [ 3¢
» Auditing check_disk_smb oot root | e 2009-08-11 11:16:00 | [ 3¢
check_dns oot root | e 2009-09-1111:15:59 | [ )¢
check_durmmy rootroot | e 2008-09-11 11:15:58 | [ 3¢
check_email_loap.pl ot oot e 2009-11-26 13:50:07 [ )¢
check_file_age rootroot | e 2008-09-11 11:16:00 | [ 3¢
check_flexim oot root | e 2009-08-11 11:16:00 | [ 3¢
check fto roat roat TWKE-XT-X 2008-08-1111:15:58 | = 3¢

& checkroruputes

Defining Monitoring Commands

Nagios’ tosnd s s
Once you upload new plugins to XI, you will need to defined Monitoring g -

commands in order to use the plugins for host and service checks. Vousroe |" 2=

Monitoring Plugins

Admin Home

¥ System status Manage the monitoring plugins and scripts that are installed on this system. Use caution when deleting plugins or scripts, as they
may cause your monitoring system to generate errors.

You can do this using the Nagios Core Config Manager. RS e S5 | i

':::T [ Browse. | UploadPlugin

Note: You may skip this step if you are following the Migrating From "o o G BT Gl

Nagios Core To Nagios XI guide, as the necessary command e e
¥ Monitoring Config -

definitions are imported in a separate step of that process. R oo _ oot __[2008 0811 160 B¢

#anage Plugins check_clamd root root x| 2009081111558 5 %

~ Cors Cona[TEUEEEY check_cluster oot oot | e 2009-09-11 11:15:58 | [ 3¢
¥ System Extensions check_chep oot oot rsmex 2000081111601 3¢
Manage Components
Manage Dashlets check_dig oot oot mwerx 20060011 1116:00 [ 5
Manage Config Wizards
check_disk oot oot e 2009-09-11 11:15:58 | [ 3¢
» Auditing
check_disk_smhb oot oot | e 2009-09-11 11:16:00 | [ 3¢
check_dns oot oot e 2008-09-11 11:15:59 | [ 3¢
check_dummy oot oot mwerx 2000001111556 [ 5¢
check_emailloop sl oot oot mwerx 2001125135007 [
check_fle_age oot oot mwerx 20060011 1116:00 [ ¢
check_flexim oot oot e 2009-09-11 11:16:00 | [ 3¢
check fin root  root x| 2009081111558 5 2 =

& Check forupdates

Once you've logged in to the Nagios Core Config Manager, select the Nasies’ e

Commands menu Home  Views Dashboards  Reports  Configure  Help  Admin =)
Nagios' & " Nagios Core Config Manager

¥ quick Tools The core config manager provides an advanced web frontend for configuring the Nagios XI monitoring
Canfig Manager Home enaine.
Apply Canfiguration Use the menu options to the left to modify your monitoring engine configuration

= Configuration Snapshots
= Monitoring Plugins
= Configuration Wizards
¥ Monitoring Based on MagiosQL 3.0.3
Hosts
Services
Host Graups
Service Groups

¥ alerting

ervice Escalations

> Templates

¥ commands
Commands

> Advanced

> Toals

¥ Config Manager Admin
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Click the Add New button to add a new command definition for the
plugin you just uploaded.

Nagios’
X1~

Home  Views  Dashboards  Reports _ Configure  Help _ Admin

Nagios' &
Core™
Conts onr
¥ Quick Tools
Config Manager Home
Apply Configuration
< Configuration Snapshots

~ Monitoring Plugins
Configuration Wizards

¥ Monitoring
Services

Host Groups
Service Graups.
¥ Alerting
Contacts
Contact Groups
Time Periods
Host Escalations
Service Escalations
> Templates
¥ commands

Cammands
» Advanced
> Tools

¥ Config Manager Admin

4 . -
Nagios Core Config Manager -
Configuraton Usert nagiosadmin Logeut I 'O
Command Management
Command Name Command line Active
T $USER14/check_icmp -H $HOSTADDRESSS$ -w 3000.0,80%

I™ check-host-alive FLISER S chec Sl Yes

r _http H Yes

I™ check_dhep. $USER1$/check_dhcp $ARG1$ Yes

™ check_dir :ﬁigﬁ‘/ch:ck_mr -d $ARG1$ -w $ARG2$ -c $ARG3§ Yes

™ check_dns $USER1$/check_dns -H $HOSTNAMES $ARG1S Yes

I check_dns_record $USER1$/check_dns -H $HOSTNAMES -a $HOSTADDRESS$ Yes

™ check_dummy $USER1$/check_dummy $ARG1§ $ARG2$ Yes

I check_ftp $USER1$/check_ftp -H $HOSTADDRESS$ $ARGLS Yes

™ check_hpid $USER1$/check_hpjd -H $HOSTADDRESS$ $ARG1$ Yes

™ check_http $USER1$/check_http -1 §HOSTADDRESS$ $ARGL$ Yes

) G LS oo BOSTARRNESSS S0 i <o o

™ check_imap $USER14/check_imap -H $HOSTADDRESS$ $ARG1§ Yes

I check_local_disk $USER1$/check_disk -w $ARG1$ -c $ARG2$ -p $ARG3$ Yes =1

™ check_local_load $USER1$/check_load -w $ARG1$ -c $ARG2S Yes

$USER1$/check_mrtgtraf -F $ARG1$ -a $ARG2S -w $ARG3S
I check_locsl_mrtgtraf ek Yes
Add New| Apply Configuration | Download With Checked: Go
Pagesi[1234] B
=
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& check for pdates

Give the new command a meaningful name for the Command field. If Nagios’

unsure, use a name that's similar to the name of the plugin you just
uploaded. For example, if you uploaded a plugin name
check_something, you could use that same name for the command
name.

The Command line field is used to specify the command line that
should be executed to run the plugin. The command line should
include the full path to the plugin. You can use the special SUSER1$
macro as a substitute for the /usr/local/nagios/libexec path.

Select check command in the Command type dropdown.

Click the Save button when you're done defining the command.

Finally, click the Apply Configuration button on the main command
management screen to apply the new command definition to the
monitoring engine.

Logged in as: nagiosadmin

Logaut
Home Views Dashboards Reports Configure Help. Admin e
v . . =

Nagios' & Nagios Core Config Manager -
Core™ Configuration Usar: nagiosadmin Logout  (©

Conty anmger

¥ quick Tools
Config Manager Home
Apply Configuration
 Canfiguration Snapshots
Honitoring Plugins.
= Configuration Wizards
¥ Monitoring
Services
Host Groups
Service Groups

¥ alerting

ervice Escalations
> Templates
¥ commands
Commands
> advanced
¥ Tools
¥ Config Manager Admin

Command Management

Command* check_something @
Command line*  [$USER1$/check_something $ARG1$ $ARG2$ I
Command type ©

Active I3

Save| Abort * required
save] avort]

Last database update: 2009-11-25 13:50:24
Last change of the configuration file: 2009-12-12 09:49:56
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XI
Home Views Dashboards Reports Configure Help Admin o D
r i i i =
Nagios' & Nagios Core Config Manager A =
re” Configuration User ©
Contg Hammpe
¥ quick Tools Command Management
Config Manager Home Command Name Command line Active Actions
Apply Configuration ~hostealiy $USER14/check_icmp -H $HOSTADDRESS$ -w 3000.0,80% "
< Configuration Snapshots (sl idio -£5000.0,100% - 5 Ye: ¥ OB e
= Monitoring Plugins E es &
Confizurason Wiards r Skl K x0Ee
¥ Monitoring I check_dhep $USERLY/check_dhep $ARGLE Yes XOEO
Hosts I check_dir ﬁggysmneck,ﬂw -d $ARGLS -w $ARG2S -c $ARG3S es XOBO
Host Groups I chesk_dns $USER14/check_dns -H $HOSTNAMES $ARGLS Yes PAEL-T)
o s oz T check_dns_record dns -1 - Yes XOBO
Alertin ,
P “" I check_dummy. $USER14/check_dummy $ARGLS $ARG2$ Yes XEEO
Gomac oroups I check_ftp $USERLY/check_ftp -H $HOSTADDRESS$ $ARGLE Yes XHEO
Tirme perio -
Host Ecesl I check_hpid $USER14/check_hpid -H $HOSTADDRESS$ §ARGLS Yes X080
ica Escal.
N Service Escelations I check_http $USER1$/check_http -1 HOSTADDRESS$ $ARGLS Yes FAEE- T )
Templates
e $USERL#/check_ping -H SHOSTADDRESSS -w §ARGL$ -c » e
¥ commands (Bedtn §aRczs i ¥o@e
Cammands I check_imap $USERLH/check_imap -H $HOSTADDRESS$ §ARGLE Yes P
» Advanced ™ check_local_disk $USER14/check_disk -w $ARG1$ -c $ARG2S -p $ARG3S Yes ¥o@Ee -
> Tools I check_local_load SUSERLH/check_load -w $ARGLS -c §ARGZ§ Yes XEBEO
> Confi ? E - -
Config Manager Admin I chock loeal mreguat e ] Yes PAEL-T )
Add New | | Apply Canfiguration | Bownload With Checked: Go
Pages:[1234] B
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Nagios Xl — Managing Monitoring Plugins

Using The Plugins
Once you've uploaded a plugin and created a corresponding command definition, you can use that command definition as a check
command when you define hosts and services.
Debugging Plugin Problems
If you have problems when using a new plugin you upload, be sure to check the following:
*  Make sure the permissions have been correctly set on the plugin (execute permissions should have been set)
»  Make sure the command definition references the proper physical location (full) to the plugin
»  Make sure you are specifying the correct arguments for the plugin, both in the command definition, and in any host or service

definitions that reference the command

If problems persist, make sure to read the documentation that was supplied with the plugin. Contact the respective plugin author(s) if
you are unable to use the plugin or understand its usage syntax.
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