Nagios XI — Multi-Tenancy Nagios
The Industry Standard in IT Infrastructure Monitoring

Purpose

This document describes how to configure Nagios Xl to support multi-tenancy, so as to allow multiple users or clients to share access to
a single Nagios Xl instance, while ensuring those specific users have access only to hosts and services they are authorized for.

Target Audience
This document is designed for use by Nagios administrators, hosted service providers and companies that wish to expose different

hosts and services to different departments, different clients, or similar situations where there needs to be segregated access to
monitored entities.

Additional Resources

In addition to this document, Nagios administrators should be familiar with the following technical documents available at the Nagios
Library (http://library.nagios.com):

« Xl Users and Contacts

These documents provide supporting documentation needed to successfully implement multi-tenancy with Nagios XI.

Multi-Tenancy Overview
Multi-tenancy allows administrators to configure Nagios Xl in such a way that the following criteria can be met:

* Asingle Nagios Xl instance can monitor hosts and services for multiple users (clients)
»  Each user (client) can only see the hosts and services they are authorized for

Permissions and Multi-Tenancy

A key component of multi-tenancy is the ability to restrict a given user's permissions to allow them to see and control only hosts and
services they are authorized for. Nagios X| automatically determines what hosts and services a user is authorized to see based on their
relationship to those hosts and services.

By default, Nagios Xl grants users permission to see and control hosts and services that are
configured to:

»  Send alerts to the user (contact)
» Send alerts to a contact group the user (contact) is a member of

A key to understanding the relationships between objects and the corresponding permissions that
contacts have is knowing how different types of objects relate to each other:

»  Users (contacts) may belong to one or more contact groups
* Hosts and services may be configured to send alerts to multiple contacts or contact
groups

* Hosts and services may be members or one or more host groups or service groups, s
respectively Seime
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Getting Started
This guide will take you through the steps of configuring Nagios Xl to support multi-tenancy, including:

*  Creating users / contacts

»  Defining contact groups

»  Configuring hosts and services
»  Defining host groups

Let's get started!
Administrative Login

If you haven't already done so, login to Nagios Xl as the nagiosadmin user. You'll need to perform operations which require
administrator access in the following steps.

Creating Users / Contacts

The first step in creating a multi-tenant Nagios installation is the -
creation of multiple user accounts. s e N Add New User o

Audit Log .
Check For Updates Genera) Settings
v Users Username:

You can create new user accounts in Nagios Xl by accessing the e
Admin — Manage Users menu and selecting the Add New User -
option.

Each user that you create is automatically added as a monitoring
contact that can be referenced in later configuration steps.

z
5]

preferences

Language: english B

Authentication Settings @

S

Autho User E
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Defining Contact Groups

It is considered best practice to define one or more contact groups
that can be used to categorize the contacts you create. Contact
groups can be used to group contacts by company/client, department,
team, or other logical grouping.

You can add a new contact group by:

*  Entering the Nagios Core Config Manager (Admin — Core
Config Manager)

*  Selecting the Contact Groups menu item

*  Clicking the Add New button in the Contact Group
Management screen

4 iestorous

3 contaes

0 servce croups

2. ContactGroups.

138

Commands

O rostDependencies

Contact Groups
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[[] 1 Contactgroup Name
0 admins

Search:

" Modified Time

Search || Clear

1 Alias
Nagios Administrators
All Contacts
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2015:09-09 15:08:43
2015-09-09 15:02:06
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2015.09.09 14135118

2015:09.09 14:13:57

20150505 15:55:35

20150305 15:55:36
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2015-09-10 10:44:25  Config Ok
2015-08-10 10:34:33  Config Ok
2015.09-09 15:55:42 Config O
2015-09-09 15137:48  Config Ok EYY
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£
2
2015:09:08 14:35:14 ConfigError (9| | X

2015-05-09 15:2413

Config Ok
2015-09-09 15:17:46 Config Ok
2015-09-09 15:16:46 Config Ok

2015.09-09 15:11:36  Config O

1 Active Actions 1D
o KIHEHOX 1
s KOHEHOX 2

+ Add New || & Apply Configuration With Checked: v| Go Limit Results To: 15+
When adding a new contact group you will define a name and
description for the group and select the members that should belong
to it. Members can either be individual members or group members. Contacts R
Assigned Al
pr— example X
Groups members are other contact groups that are themselves a
member of this group (a sub-group, but allowing for multiple group
relationships on different levels).
Remember to save your settings after you modify a contact group and
apply the configuration when done.
‘Add S;\Ected “
o | 204]
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Configuring Hosts and Services

Eﬂ Configuration Wizard: Website - Step 4

In order to grant users permission to see specific hosts and services, you must Nonfication Sertings
Conf|gure that uSer tO be a not]f]cat|0n Contact for those hOStS and SeNlceS Define basic parameters that determine how notifications should be sent for the host and sen

When a problem is detected:

D Don't send any notifications

When configuring new hosts and services using the Monitoring Wizard, you can simply e vt O

select the appropriate contact(s) and/or contact group(s) that should receive D Wait| 15 |minuses before sending 2 nfication
notifications for the host and services on the Notification Settings page. The contacts .. cuicms pereist:
and contact groups you select on this screen will have the ability to view the status of T —

these hosts and services when they login to Nagios XI.

Send alert notifications to:

Myself (Adjust my settings)
Other individual contacts

[F] Default Contact (xi_default_contact)
[£] Holden Smith (hsmith)
Mr. Example (example)

Specific contact groups

[F] Al Contacts (xi_contactgroup_all)
] example (example)
[[] Magios Administratars (admins)

. . Host Status Detail
If you create your users and/or contact groups after creating hosts and services, you can www.nagios.com

easily re-configure the hosts or services to use those new contacts and/or contact s mmnaglos.com

groups. This is accomplished by selecting the Re-configure this host/service option pebw

under the Configure tab when you are viewing detailed information on a specific host or | #owever [w o)z =
service.

@ HTTP OK: HTTP/1.1 501 Hoved Permanently - 534 bytes in 0.089 second response time

Address: wwi.nagios.com

Status Details Quick Actions.
Host State up

20h 20m Sss

ability: Unchanging (stable)
Last Check: 2015-08-10 10:53:37
Next Check: 2015-08-10 10:58:37 Tz s Dl

Acknowledgements and Comments

No comments or acknowledgements.

Configure Host
www.nagios.com

Note: You may update basic settings for the host below or use the Nagios Cere Config Manager
from advanced templates are not shown below.

Attributes | Monitoring | Notifications || Groups | Parents

Notification Settings

Specify the parameters that determine how notifications should be sent for the host.

When a problem is detected...
) pon't send any notifications

@ send a notification immediately

) wait 15 minutes before sending a notification

1f problems persist...

Send a natification every 60 minutes until the problem is resolved.

Send alert notifications to...
Myself (4djust s<ttings)
Other individual contacts

Clbefault Contact (xi_default_contact)
[“Holden Smith (hsmith)
[“IMr. Example (example)

Specific contact groups

[CIall contacts (xi_contactgroup_all)
[Zlexample (example)
[[INagios Administrators (admins)
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Defining Host Groups

Host groups allow you to group hosts in a logical manner, making it
easier for users to get a quick view of their network infrastructure.
They will not have an impact on the notifications or access control,
but will make it easier for both your users to grasp what they are
looking at and for you as the administrator to quickly pinpoint
where problems are occurring.

You can define new host groups by:

*  Entering the Nagios Core Config Manager (Admin —
Core Config Manager)

*  Selecting the Host Groups menu item

*  Clicking the Add New button in the Host Group
Management screen

Similar to contact groups, you can create host groups that have
individual hosts and other host groups as their members.

Remember to choose the Apply Configuration option when you
are done making configuration changes.

Service Groups

Hosts

Assigned femove

182.168.4.11

"=>" Denotes object relationship elsewhere

Add Selected

Close

192.166.4.250
192.168.4.60
192.168.4.68
192.168.4.84

192.168.5.199

AAXRXAXXZ

192.168.5.229

Hostgroups

Remave
All

linux-servers X

Assigned

Linux VMs
Windows Desktops.

Add Selected

Close

Service groups work in a similar way to host groups, in that they allow you to group services together in a way that makes sense for
users who need to view the status of your infrastructure. The process for creating service groups is similar to that of creating host

groups, so we will not cover it separately here.

You can define new service groups by:

*  Entering the Nagios Core Config Manager (Admin — Core Config Manager)

*  Selecting the Service Groups menu item

*  Clicking the Add New button in the Service Group Management screen
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An Example

We configured Nagios Xl with a sample setup to test and document the multi-tenancy features available. The information below
describes how we setup our Nagios Xl instance, and the end-result of our configuration.

The configuration diagrams follow the pattern shown in the image below. Elements of the diagram show the relationships between
hosts, host groups, contacts, and contact groups.

Contact

Errma H CG Caontact Groupl— - —| Host\

We defined two client companies - Little Guy and Mega Corp - each of which had a single top-level contact group covering their entire
company. Those top-level contact groups then had other sub-groups as their members, which were used to define roles or
departments within the company. The sub-groups then had individual employees as their members. The image below represents the
configuration we created.
AIICE
/{CG AccnuntantsR Gerard

I \_Kelly.

| _Chase.
|
r{CG Ownersl— — — rrma

Irene /- ‘-I CG: Little Guy Personnell-\ -ICG Mega Carp PersonnEIH—| CG: Deve\upersﬁ
e ==, Nagms Senver - |
Hank_{cG: Helpersll-’

David

Lernant

-— [ \_Maggis
| Fay

\{CG Managers R _Jdonah

. Mick

Top-level host groups were configured to contain each company's respective infrastructure elements. Sub-level host groups were
defined to narrow the scope of included infrastructure elements for Mega Corp. The diagram below shows the hosts that are defined as
members of various hostgroups, along with the the contact(s) and/or contact group(s) that were assigned to each host for notification
purposes.

ABrava}. Bon

| {Foxtrot}-_Fay
'-—|'an50'|- _Kelly
| Chase
| \{ Tangul-s —
| mma
| Chasze
mima

‘ {Delta)——|CG Develupersl-ﬁ‘

Lemont

— \M
Irene {yuiet -, | H’ﬁ} Jonsh
Diail "{@]"‘.‘ JI- _Chase
7&00 Ovmersl— N 4 \ — ~|CG Developers
Irene T \-(CG LG Persomnell— -{Umfgrm}’ 4@9‘05 Server - | {QUEDEE}\ 7p|-§ Lemont
Hank_{co He\persk’ — | \ \_Maggie
' donah
| Alice
| /{Alpha |— —| CG: Accountants |-< _Gerard.
| L Kelly.

| \
\ | _Bob

\'I Charlle)——mG Managers |'ﬁ -

| I\ Mick
\‘\{:Sierra:)-\, Mick
N H s Nagios Enterprises, LLC  US: 1-888-NAGIOS-1 Web: www.nagios.com Page 6
NAGIOS o soxsis Int'l: +1 651-204-9102 Email: sales@nagios.com
Enterprises 3Pl VN 55108 Fax: +1651-204-9103 Copyright © 2011 Nagios Enterprises, LLC

Revision 1.0 — November, 2015


http://www.nagios.com/
mailto:sales@nagios.com

Nagios Xl — Multi-Tenancy

Administrator View

Host Group Status 4 Host Status summary ; Service Status Summary

We configured Nagios Xl using the nagiosadmin account. This Overview o Bemn Unees haleEendinn

account was an administrator, so it had permission to view all hosts, aeee [ T——

services, and groups that were defined. The screenshots to the right -

shows the hostgroups that were visible to the administrator under the — slocem™ @D 08 reieponstopops) 00 teumereiatey 05

Hostgroup Overview screen once we finished configuring everything. e ::g F— jﬂ';j;::g - o jg T
w0y [ T E— [ NG Lo

fango 1) |Un 10k - a

Linux Servers (linux-servers)() )

Host  status  Services
locathost() [Up 80K
M Umbrella (mc) aB MC Servers (servers) 20 MG workstations (workstations ) [
“ Host Status  Services “ Host status  Services “ Host status  Services
apha () |Up 10k seta 1.0 |Up 1ok abha 2.0 [Up 1ok
brao L) |Up 1ok echo 1.0 |Up 1ok charie 2. [Up 1ok
charlie 1) |Up 10k auebec L () 10k siera 1 () [Up 10k
deta L |Un 10Kk i 2 s
echa L) |Up 10k
fotot L0 [Un 10k
auekec L) |Up 10K
fomeo L) |Up 1ok
sera L) |Up 10k
tango L) Up 10k

Non-Admin View #1: Jonah

We created a Jonah user that appeared in three different places (highlighted in blue) in the diagram on the previous page. Jonah was
configured as a direct notification contact for the hosts Echo and Quebec, and indirectly as a notification contact for Charlie via his
membership in the Managers contact group. These relationships are summarized in the diagram below.

(Echo ), ~{C&: Managers }—{chariie )
[Quebec}—

We logged into Nagios Xl as Jonah and selected the Hostgroup

Overview screen to see what hosts and host groups Jonah could Host Group Status 5 o e enting
see. The screenshot to the right shows that Jonah's view was limited OE“;;V'E”TJ [ I ] S R
to include only the hosts Echo, Quebec, and Charlie. h T R — !
... MC Umbrella {(mc) oD ... MC Servers (servers) oD
= Host Status Services = Host Status Services
chatlie _‘\_@ Up 1 0k echo _‘\_@ Up 1 0k
echo L) |Up 1 0K ouebet L= |Up 1 0K
quebec 1 () | Up 10k = e BRI s
Non-Admin View #2 Emma e s MG Workstations (workstations)(J] )
Host Status Services
charlie L (5 [Up 10k
Another user Emma (highlighted in pink) was directly defined as the

notification contact for the host Tango and indirectly for Delta and
Quebec through her membership in the Developers contact group.

.\~ Deta)

[Tanga}—, 7 ™ {CG: Developers | ——
S Emma — {Quebec|
\ HOSt Group Status - Host Status Summary & Service Status summary
Overview Up Down Unreachable Pending ok wWarning Unknown Critical Pending
3 o 0 o 3 o o o o
As seen in the image to the right, Emma could only see the Delta, (= [m e Unhandlod Probloms Al Ushandled _Problems &N
Tango, and Quebec servers when she logged in. i e et 21050205
MG Laptops (laptops) o ___MC Umbrella (me) (=]
Host Status Services = Host Status Services
H tango, 8] 10k delta Uy 10k
Conclusion e — ol
tango 1[5} |Up 10k
As you can see in the examples above, Jonah and Emma only see s
the hosts they have permission to. Neither sees any indication 5 MG Servers (serversy O
whatsoever of the other company (Little Guy) or any of their assets, e
nor of things within their own company that they have not been quebes L |UR oK
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assigned as a notification contact for. That provides both security from the administrator's perspective and simplicity from the end
user's perspective.

You can easily configure Nagios Xl to support the same type of host grouping and user-specific permissions we demonstrated to enable
effective multi-tenancy features.
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