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Nagios Monitoring Architecture Solutions For Large 
Organizations 

Purpose 
This document describes various monitoring architectures for large organizations with remote 
locations. 

 

 

 

 

 

 

 

 

 

 

Solutions Overview 
The solutions presented in this document are examples of how to design a monitoring architecture, 
but they are not absolutes. It is common to mix features of different architectures when designing a 
solution to meet your organizational needs. 

 

1. Centralized Monitoring -  In this model, monitoring configuration, notifications, and reporting 
are handled by the central Nagios XI server. 

2. Federated Monitoring - In this model, remote networks and their elements are monitored by 
dedicated Nagios servers which then send results upstream to a central Nagios XI server 
which handles alerting and reporting.  

3. Nagios Fusion -  In this model, remote networks and their elements are monitored by dedicated 
Nagios servers which Nagios Fusion then polls, providing a centralized tactical display of 
status data from across the deployment.  

4. Nagios Mod-Gearman – In this model, separate Linux servers running the Nagios Mod-
Gearman (NMG) Worker module handle host, service, or specific group checks and forward the 
results to the NMG Server module on the Nagios server. This provides load reduction, load 
balancing, and distributed monitoring capabilities.  
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Option 1 - Centralized Monitoring 
 

Nagios administrators may choose to deploy 
a central monitoring server at their NOC. In 
this model, monitoring configuration, 
notifications, and reporting are handled by the 
central Nagios XI server. 

 

The central monitoring server can be 
configured to monitor public websites and 
email servers. 

 

If the Nagios administrator has direct access 
to the network elements on a remote network 
(through a persistent VPN or some other 
method), they can configure the central 
monitoring server to monitor Windows and 
Linux machines, as well as network devices 
(switches, routers, etc). 

 

 

In the case of inaccessible networks (due to firewalls, proxies, etc), Nagios administrators can install 
passive agents on remote Windows machines to allow for monitoring of disk, memory, and CPU 
metrics, as well as service state. 

 

Centralized Feature Highlights: 

• Centralized management, notifications, and reporting 

• Central monitoring system can be configured with multi-tenancy features 

• Some administrative tasks limited to central NOC staff 

• Passive agents allow monitoring of otherwise inaccessible network servers 
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Recommended Reading: 

The following documents are useful in understanding the agents, components, and configuration 
necessary to deploy a central monitoring solution: 

 

• Multi-Tenancy With Nagios XI 

• Installing NCPA (Nagios Cross Platform Agent) 

• Using NCPA For Passive Checks 

• Monitoring Unconfigured Objects With Nagios XI 

• Configuring Passive Services In Nagios XI 

Option 2 - Federated Monitoring 
Nagios administrators that have large remote 
networks, or that require complex or in-depth 
monitoring of remote network elements may 
choose to deploy a federated monitoring 
architecture. 

 

In this model, remote networks and their 
elements are monitored by dedicated Nagios 
servers. Each remote Nagios server may be 
managed by central NOC staff or by the client. 
Notifications, reports, and configuration is 
generally handled by each remote Nagios 
server. 

 

 

 

Remote Nagios servers can be configured to transfer check results (status information) back to a 
central Nagios XI server at the NOC. This allows NOC staff to have a birds-eye view of the entire 
network, and provides them with centralized reporting and optional notifications. 

 

 

https://assets.nagios.com/downloads/nagiosxi/docs/Understanding-Multi-Tenancy-in-Nagios-XI-2024.pdf
https://assets.nagios.com/downloads/ncpa/docs/Installing-NCPA.pdf
https://assets.nagios.com/downloads/ncpa/docs/Using-NCPA-For-Passive-Checks.pdf
https://assets.nagios.com/downloads/nagiosxi/docs/Monitoring-Unconfigured-Objects-2024.pdf
https://assets.nagios.com/downloads/nagiosxi/docs/Monitoring-Unconfigured-Objects-2024.pdf
https://assets.nagios.com/downloads/nagiosxi/docs/Configuring-Passive-Services-2024.pdf
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Federated Feature Highlights: 

• Distributed management, notifications, and reporting 

• Staff can be given administrative access to the Nagios server on their network 

• Onsite monitoring servers allow for more powerful, in-depth monitoring capabilities than other 
models 

• Central monitoring server can be configured with different notification settings relevant to NOC 
staff 

 

Recommended Reading: 

The following documents are useful in understanding the agents, components, and configuration 
necessary to deploy a federated monitoring solution: 

• Multi-Tenancy With Nagios XI 

• Configuring Outbound Checks  

• Configuring Inbound Checks 

• Installing NCPA (Nagios Cross Platform Agent) 

Option 3 - Nagios Fusion 
Nagios administrators that deploy multiple Nagios servers 
may wish to have a central dashboard that provides high-level 
information on the status of monitored system. Nagios 
Fusion is designed to fit those needs. 

 

Nagios Fusion is designed to provide IT staff with a means of 
visualizing the operational status of Nagios monitoring 
servers across an organization's entire IT infrastructure. It can 
display the status of Nagios XI, Nagios Log Server, and 
Nagios Core servers. This makes it an ideal solution for 
keeping track of the status of monitored elements across 
your entire network. 

 

 

https://assets.nagios.com/downloads/nagiosxi/docs/Understanding-Multi-Tenancy-in-Nagios-XI-2024.pdf
https://assets.nagios.com/downloads/nagiosxi/docs/Configuring-Outbound-Checks-in-Nagios-XI-2024.pdf
https://assets.nagios.com/downloads/nagiosxi/docs/Configuring-Inbound-Checks-in-Nagios-XI-2024.pdf
https://assets.nagios.com/downloads/ncpa/docs/Installing-NCPA.pdf
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Nagios Fusion provides automatic authentication to remote Nagios XI servers. Once a user logs into 
the central Nagios Fusion interface, they are automatically authenticated to remote Nagios XI servers. 
This makes it easy for central NOC staff to quickly run reports, adjust settings, and change the 
configuration of remote Nagios XI server. 

More information on Nagios Fusion can be found online at: 

http://www.nagios.com/products/nagiosfusion 

Nagios Mod-Gearman  
Nagios Mod-Gearman (NMG) is a Nagios Event Broker (NEB) module that can be used for a variety of 
purposes including load reduction, load balancing, and distributed monitoring.  

Separate Linux servers running the NMG Worker module are assigned checks for the general host and 
service queue, or specific hostgroups and servicegroups, which they execute locally, then forward the 
results upstream to the Nagios server. Both worker check-ins with the queue on the NMG Server 
module to see what checks they should run, and the forwarding of check results, are inbound to the 
Nagios server from the workers. Thus, inbound network access to the worker server from the Nagios 
server is not required for NMG itself to function.  

In Nagios XI 2024R2.1+, the Server module is automatically loaded on your Nagios XI server as a 
Premium feature. The Server module can be managed in the UI in the Configure > Remote Workers 
menu, where you can also create, deploy, and sync workers. Note that the worker deploy and sync 
capability requires inbound network access to the worker servers from Nagios XI. In cases where that 
is not possible or desirable, remote workers can be installed manually, and Server module settings 
can still be managed from the XI UI.  

 

Nagios Mod-Gearman Feature Highlights 

• Can be managed in XI UI in XI 2024R2.1+  

 

 

• Local check execution, centralized alerting, reporting, and visibility 

• Nagios server load reduction and load balancing  

• Add additional workers to maximize checks or handle new network segments 

• Inbound network access to remote sites not required to function 

• Open source and pre-loaded in XI 2024R2.1+, works with Core 4.5+ and XI 2024R1.2+ 

http://www.nagios.com/products/nagiosfusion
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Recommended Reading 

Managing Nagios Mod-Gearman in the Nagios XI UI (UI method)  

Integrating Nagios Mod-Gearman with Nagios XI (manual method)  

Nagios Mod-Gearman Queues and Workers (manual method)  

Nagios XI vs. Nagios Core 
Both Nagios XI and Nagios Core are highly capable of monitoring network elements. Nagios XI is 
generally recommended for larger organizations, as it provides many features over Nagios Core that 
make it an attractive solution, including: 

• Monitoring Wizards 

• Multi-tenancy 

• Customizable Dashboards and Views 

• Advanced reporting 

• Web-based configuration 

• Data visualizations 

https://assets.nagios.com/downloads/nagiosxi/docs/Managing-Nagios-Mod-Gearman-in-the-Nagios-XI-UI.pdf
https://assets.nagios.com/downloads/nagiosxi/docs/Integrating-Nagios-Mod-Gearman-with-Nagios-XI.pdf
https://assets.nagios.com/downloads/nagiosxi/docs/Nagios-Mod-Gearman-Queues-and-Workers.pdf
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Design And Deployment Assistance 
Nagios Enterprises can provide your organization with assistance in designing and deploying an 
effective monitoring solution for your company's needs.  

For more information on Nagios monitoring solutions, contact us: 

• Online: www.nagios.com 

• Phone: 888-NAGIOS-1 or +1 651-204-9102 

• Email: sales@nagios.com 

Finishing Up 
This completes the documentation on Nagios Monitoring Architecture Solutions for Large 
Organizations. If you have additional questions or other support-related questions, please visit us at 
our Nagios Support Forum, Nagios Knowledge Base, or Nagios Library: 

Visit Nagios Support Forum Visit Nagios Knowledge Base Visit Nagios Library 

http://www.nagios.com/
mailto:sales@nagios.com
https://support.nagios.com/forum/
https://support.nagios.com/kb/
https://library.nagios.com/

