How To Use Al Queries In Nagios Log Server 2024R2

Purpose

This document describes how to use natural language processing (NLP) queries in Nagios Log Server
2024R2.

In Nagios Log Server 2024R2, you have the ability to build queries using natural language processing
(NLP). This enables you to write English statements that will be transformed through the use of Al
into usable queries.

Disclaimer: By using the Natural Language Queries feature, you acknowledge that the outputs from
generative Al models might not always be accurate or useful. They can sometimes generate results
that are unexpected, inappropriate, or offensive. Use this feature with caution and always review the
generated results. No logs are sent to the API Provider.

Prerequisites

You will need an OpenAl, Mistral, or Anthropic key. Using this feature will result in costs incurred via
your Al provider. See their terms for cost structure information.

There is also a Self-Hosted option using vLLM with the Nagios Enterprises Large Language Model.

Setup Experimental Features
To turn on the Natural Language Queries __’_:_"__“:“a‘ Language Queries

. . '8/ Yes
functionality: No
1. Navigate to Admin > Gobal Settings. Disclaimer

By using the Matural Language Queries feature, you acknowledge that the outputs
1 1 . from generative Al models might not always be accurate or useful. They can

2' SeleCt YeS In the Natural Language Querles sometimes generate results that are unexpected, inappropriate, or offensive. Use
ﬁe|d this feature with caution and always review the generated results. No logs are

sent to the API Provider.

ﬂ I understand and agree to the disclaimer.

3. Check the disclaimer.

Al Provider
4. Select your Al provider, or select Self-Hosted @ Openal
(refer to the Guide for more details) :ﬂis::al _
nthropic
4. Enter your Al provider API key, or Server Address SelfHosted
and Port for Self-Hosted. Openai API Key
5. Select Save Settings.
Save Settings
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https://openai.com/
https://mistral.ai/
https://www.anthropic.com/
https://assets.nagios.com/downloads/nagios-log-server/docs/Serving-Nagios-Enterprises-Large-Language-Models.pdf
https://assets.nagios.com/downloads/nagios-log-server/docs/Serving-Nagios-Enterprises-Large-Language-Models.pdf
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Using NLP Queries
To begin, navigate to the Dashboards menu.

On the Dashboards page, you will now see a new NLP Queries text input box:

O = [ I < B - + Add Row « Share B Last15m ~ 94 v

»~ Advanced Search

+ * Clear

Enter the sentence or phrase that you would like to search for in the text box, then press ENTER to
view the results.

Example:
Show me linux security events
O B2 B~ B8 - + AddRow < Share [ Last7d v | v

show me linux security events ~ Advanced Search

+ @  typesyslog” AND (message:"authentication failure” OR message:"failed password” OR message:"invalid user” OR message:"sudo” OR message:"permission denied” Clear

(® Nagios Logserver Search /' + 0O
Events over time

Reset

@ Log Entries
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If you'd like to see the Query that was generated, click Advanced Search on the far right of the text
box. This enables you to modify the queries manually if you wish, and can serve as a useful query
syntax learning tool.

Note that when multiple NLP Queries are run, they will all persist until they are cleared. Here's an
example after running three queries in a row:

O B 4 /B~ B - + Add Row « Share B Last24h ~ [} ~

show me ssh login issues ~  Advanced Search

+ [ ] EventlD:4625 AND @timestamp:[now-4¢ [u] [ ] type:"apache_access” AND response:404 [ [ ] type:"syslog” AND (message:"sshd" OR pr ] Clear

[m ]

(® Nagios Logserver Search /' +

You can use the trashcan icon to remove a single query, or the Clear button to remove them all. Note
that they combine with OR statements, so they will show stacked color-coded results in places like
the Events Over Time graph:

show logs from localhost ~ Advanced Search

type:"syslog” OR host.ip:"127.0.01"ORhot [ Clear

[m]]
[m]]

+ @®  hostip:"192.168.107.55" host.ip:"192.168.145.50"

(® Default Dashboard / + g

Events over time
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It might take some trial and error to find the exact results you want using NLP queries, but they can be a
powerful feature.

Finishing Up

This completes the documentation on Al Queries in Nagios Log Server. If you have additional questions or
other support-related questions, please visit us at our Nagios Support Forum, Nagios Knowledge Base, or
Nagios Library:

Visit Nagios Support Forum Visit Nagios Knowledge Base Visit Nagios Library
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