How to Send Nagios Core Logs to Nagios Log Server

Purpose

This document describes how to send Nagios Core logs to Nagios Log Server. This documentation
also applies to Nagios Xl as it uses Nagios Core in the backend.

Target Audience

This document is intended for use by Nagios Administrators who wish to analyze their Nagios Core
logs.

Overview

This documentation walks you through creating a Filter in Nagios Log Server that takes the Nagios
Core log data and stores it into fields in the OpenSearch database. Once the filter has been created,
your Nagios Xl or Nagios Core server will be configured to send logs to your Nagios Log Server
instance. Using custom Nagios dashboards, you will be available to analyze the received log data.

Download Filter

A Filter is how the received log data is broken up into fields that are stored in the OpenSearch
database, it uses regular expressions to break apart the data and hence can be quite complicated.
This documentation will not go into the specifics as to how a filter works, all that is required by you is
to download a filter from the internet and copy/paste it into a new filter on your Nagios Log Server
instance. Navigate the following URL:

https://github.com/T-M-D/NLS-Collection/blob/master/Filters/Nagios_Core.txt

You will need to copy everything from this line (Line 18) to the end of the file into your clipboard:
if [program] == 'nagios_core' {

This will be pasted into the new filter that you will create in the next step.
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Create Filter

1. Open the web interface for your Nagios Log Server instance as an administrator. Navigate to
Configure > Global (All Instances) > Global Config.

Home > Configure Global + Add Log Source
@ Configure ~
o8 Global Config Docs2
€3 Apoly Configuration . )
@ added to all instances. Note that all applied global filters will happen before the local filters. Keep in mind the flow of the log
Y0 Config Snapshots e
Q
+ AddLog Source
© v Verify View
@ Global (All Instances) ~
@

82 Global Config Inputs
hancedh A Filters ..+ Add Filter

® localhostlocaldomain

Per Instance

Apache (Default) Z~0m Xl Audit Log Z~v0m

2. Click on the Filter tab. On the right side of the page click the + Add Filter button and select
Custom.

3. Inthe new filter that appears you will need to provide a title in the Block Name field. Click the
down arrow as seen below to expand the filter.

Nagios Core O_D |

4. Inthe text area field paste the filter that you previously copied into your clipboard.

Nagios Core ~0m

mutate {
replace => [ 'type’, 'nagios_core']
}
date {
match => ['epoch_timestamp', '"UNIX']
}
H
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5. Click the Save button to create the new filter.
Save [3) Save & Apply v Verify view ()

6. At this point you should click the Verify button to ensure the filter you just created is valid.
Once the verify is successful you need to apply the configuration.

7. Click Save & Apply in the page controls to save your changes to the cluster.

Configure Nagios Xl or Nagios Core Server

Now that the filter has been created you need to configure your Nagios Xl or Nagios Core server to
send the nagios.log file to your Nagios Log Server instance.

In the following steps you will need to replace xxx. xxx.xxx.xxx with the address of your Nagios
Log Server instance that will be receiving the logs.

Establish a terminal session to your Nagios Xl or Nagios Core server and execute the following
commands:

cd /tmp
curl -s -0 http://xxx.xxx.xxx.xxx/nagioslogserver/scripts/setup-linux.sh
sudo bash setup-linux.sh -s xXxx.XxXx.Xxxx.xxx -p 5544 -f "/usr/local/nagios/var/nagios.log" -t nagios_core

Once you've executed these commands, any new entries in the nagios.log file will be sent to your
Nagios Log Server instance. The above command uses the -t option to provide a Filetag value for
the logs you will be sending:

-t nagios_core

This tells Nagios Log Server that the program these logs are coming from is nagios_core. This is
how the filter determines if the log should be processed, this is because of the first line of the filter:

if [program] == 'nagios_core' {
Review Logs

At this point you can see if the logs are being received by using a dashboard query. On your Nagios
Log Server instance open the Dashboards page. In the query field type the following:
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nagios_core
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Log Entry Details

Entry

_id "WX0Us5MBedB8BbIpkZs4t"

_score 7.9012156

@version "

log_syslog_code 5

log_syslog_name "Notice"

log_priority 133

name "nagios_core"

el "<133=Dec 10 18:17:58 localhost nagios_core: [1733876274] Auto-save of retention data

completed successfully\n"

@timestamp "2024-12-11T00:17:58.000Z"

type "system"

message "[1733876274] Auto-save of retention data completed successfully.\n"
hostname "localhost”

ip "192.168.157.1"

You should see a filtered list of logs from your Nagios XI or Nagios Core server. The filetag will be
available with the Name parameter in the Log Entry Details, as seen here:

The results will vary depending on how much activity your Nagios Xl or Nagios Core server generates.

www.nagios.com Page 4 of 5

N a g i o s Copyright ® 2025 Nagios Enterprises, LLC. All rights reserved.

Trademarks are the property of their respective owner.




How to Send Nagios Core Logs to Nagios Log Server

Finishing Up

This completes the documentation on How to Send Nagios Core Logs to Nagios Log Server. If you
have additional questions or other support-related questions, please visit us at our Nagios Support
Forum, Nagios Knowledge Base, or Nagios Library:

Visit Nagios Support Forum Visit Nagios Knowledge Base Visit Nagios Library
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