Sending Windows Logs to Nagios Log Server 2024R2

Purpose

This document describes how to configure Windows systems to send logs to Nagios Log Server.

Target Audience

This document is intended for use by Nagios Log Server Administrators who want to receive logs
from Windows sources.

Overview

To be able to receive logs from Windows, a third-party program called NXLog Community Edition (CE)
is required. This documentation provides the steps to install and configure NXLog CE, and to verify
that it is working.

Add A Log Source

To add a new log source, simply click the green +Add Log Source button at the top of each page.
Alternately you can select a specific source type from the Add a log source section of the Home
page, or navigate to Configure -> +Add Log Source.

N Home -+ Add Log Source <: System
()

EE Unique Hosts @ Active Alerts @ Instances @ Add a log source

@ View Manage

ﬂ 6 0 1 @ Windows @ Linux @ Network Device @ Other
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Click either the + Windows button on the Home page, or click the Windows button on the Add Log
Source page:

Add Log Source

To start recieving logs, you need to set up your log source (computer, router, device, etc) and your configuration in Nagios Log Server. These

guides walk you through how to do both.

i | | . — Network
_‘__& Linux - o Windows - . Device -
Application Logs
e Apache Server > e 1S Server - — MySQL Server - —— MS SQL Server >
— —

Install NXLog CE

On the Windows source page at the top is a Getting Started section. There is a link here to download
and install NXLog CE. Note that the installer is downloaded directly from your Nagios Log Server

instance, rather than an external site:
a8 Windows

Getting Started
While there are many agents available for Windows that can send logs to Nagios Log Server, we recommend using NXLog. NXLog is an agent

that will allow you to send your Windows event logs. Get started by downloading NXLog CE and install it on the Windows desktop or server you

want to receive logs from.
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The installation steps are as follows. 5

End-User License Agreement .
Please read the following license agreement carefully u

NXLOG PUBLIC LICENSE v1.0
1. You will need to check the box | accept the

terms in the License Agreement. 1. DEFINITIONS

“License” shall mean version 1.0 of the NXLOG PUBLIC
LICENSE. i.e. the terms and conditions set forth in this document:

“Software” shall mean the source code and object code form, all
associated media, printed materials, and "online" or electronic
documentation. All such software and materials are referred to

I accept the terms in the License Agreement

Print Back Mext ] Cancel
p.]
Destination Folder 1
Click Next to install to the default folder or dick Change to choose another. u

Install NXLog-CE to:

2. Next you have the option to change the F¥ora o
install folder, or keep the default: Change...

Back Next ] Cancel

Bl

Ready to install NXLog-CE Q ‘

Click Install to begin the installation. Click Back to review or change any of your
installation settings. Click Cancel to exit the wizard.

3. Click the Install button to complete the
installation.

Back iy Install Cancel
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b
4. Thg installatiop is relatively quigk and once Completed the NXLog-CE Setup Wizard
finished you will be presented with the
5. Completed screen. Click the Finish button to exit the Setup Wizard.

Open README. txt to read important installation notes

[ Finsh ]

Configure NXLog CE

Now that NXLog CE is installed on your windows machine you will need to configure it. On the Nagios
Log Server Windows source page there is a Configuration Setup section with a configuration code
block that needs to be saved on your Windows machine. You can use the Select All icon in the top
right of the code block to highlight all the code. Once you've done this right-click your mouse on the
highlighted text and select Copy, this will copy the config into the clipboard.

1. Open Notepad on your windows machine.

2. Open the nxlog.conf file. It will be located at C:\Program Files\nxlog\conf\nxlog.conf
or C:\Program Files (x86)\nxlog\conf\nxlog.conf unless you changed the install
directory during install.

3. You will need to use the drop-down list on the bottom right to select All Files (*.*%)

11

PN

v o « 0S(C) > ProgramFiles > nxlog > conf v @ | | Search conf p

Organize MNew folder =~ 0 0
~
Images - MName Date modified Type Size
Screenshots nala.d 8/23/2023 1:07 PM File folder
Images @ 11/19/2024 12:26 PM CONF File 2KB
Images l
@ OneDrive
~ [l This PC
v 05

v
File name: | nxlog.conf V

Enceding: Auto-Detect v Open Cancel
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4. The nxlog.conf file will open with a default configuration that is not required. Press CTRL + A
on your keyboard to select all and then press DEL on your keyboard to delete the existing
contents.

5. Right-click your mouse on the empty nx1log.conf file in Notepad and select Paste to add the
configuration required for Nagios Log Server, which you copied from the setup guide.

6. Click File > Save in Notepad to save these changes.
7. You can now close Notepad and proceed to the next step.

Start NXLog CE Service

The last remaining step is to start the NXLog service on the Windows machine. Open a command
prompt as an administrator and execute the following command:

net start nxlog

NXLog CE will now start sending Windows logs to your Nagios Log Server. The installer also
configured the service to start automatically when Windows boots.

Verify Incoming Logs
A simple way to confirm that Nagios Log Server is receiving data from the Windows server is to enter
the Windows IP into the Verify Incoming Logs section at the bottom of the Windows setup section:

Verify Incoming Logs

Once you have configured the log sender, you should start receiving logs right away. Put in the sender's IP address to see if you are receiving
logs from that IP.

IP Address

192.168.107.55 Verify

Verified. There are 14823 logs for the host 192.168.107.55.

Another way to check is to navigate to the Dashboards page, and perform a Query using the host field
and IP Address of your new Windows source:

host :<Windows Host Address>1
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Here is an example that shows the received logs appearing in the All Events panel of the Nagios Log
Server Search Dashboard:

N Home > Dashboard -+ Add Log Source System
m A~ Query Templates Q Nagios Log Server Search B & ® ~ B - + Add Row < Share B Last24h ~
404 500 SSH ADErrors
B + host:192.168.107.55 o
Account Lockout  Password Change
'Q Failed Login ~ Sendmail
= MySQL E Network Out ® Nagios Logserver Search /' + 0
y! rrors etwork Outages
@ Windows Firewall
(3 Windows Updates All Events
+
~ Filters Export as CSV Columns v
+
A previous instance of the Group Policy Client Service was detected. Param... 2024-11-18T19:11:38.3189592947 192.168.107.55 eventlog
An account was successfully logged on. Subject: Security ID: S-1-5-18 Acco... 2024-11-18T19:09:12.742359408Z 192.168.107.55 eventlog
An account was successfully logged on. Subject: Security ID: S-1-5-18 Acco... 2024-11-18T19:09:14.756114397Z 192.168.107.55 eventlog
Finishing Up
This completes the documentation on Sending Windows Logs to Nagios Log Server 2024R2. If you
have additional questions or other support-related questions, please visit us at our Nagios Support
Forum, Nagios Knowledge Base, or Nagios Library:
Visit Nagios Support Forum Visit Nagios Knowledge Base Visit Nagios Library
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