How To Use SSL With AD And LDAP In Nagios Log Server

2024

Purpose

This document describes how to import a certificate authority (CA) into Nagios Log Server. Adding
the CA allows Nagios Log Server to trust the certificate used by Active Directory (AD) or other LDAP
services and establish encrypted communications.

Prerequisites

This document assumes you already have an AD or other LDAP server set up in the environment and
it is configured to use encryption.

It also assumes that an AD or LDAP server has already been configured in Nagios Log Server and is
configured to use encryption. If not, Authentication Users in NLS 2024 goes through the steps of
doing so.

Certificate Authority Management

1. Inthe Nagios Log Server web interface, navigate to Admin > Management > LDAP/AD
Integration.

2. Click the + Add Certificate button under the Certificate Authority Management section.
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3. The Add SSL/TLS Certificate window will appear. Paste the PEM encoded certificate.

4. The Hostname field should automatically be populated when you post a valid certificate.

Add SSL/TLS Certificate:

acme-WIN-ROP3LNPRIVO-CA
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t:zAtBNFPCsF?X#deA VsgvfGls DGT]cnKYBfR?KA? vAFAIBhnPIt+zTR
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JszDs?ﬁ%JNGcU I8?+x]bM9a+bLacha98LUbCSXmersBxh 9fz hob?89+uBS
TP7CAc IyxX9qanxEkawbN HaAquJEVDABGm]XangBushb5PRHOPn+IAJ&
lorh7VjoCC klPr§+FCP4BK1Fc bwxE@CEWQvI+Izoi/¥quE3vEpMIpdYpe3 35066
jdJeNI Iof h2gNdF9FDEHver3TaNUwErRsY/ dkZlE==
~--—-END CERTIFICATE-----

5. After clicking Submit, you'll see the certificate listed under the Certificate Authority
Management section.

Certificate Authority Management
If you are using self-signed certificates to connect over S5L/TLS, you will need to add the doemain controllers’ certificates to the local certificate authority.

+ Add Certificate

Hostname Issuer (CA) Expiration Date Actions

acme-WIN-ROP3LNPRI1VO-CA acme-WIN-ROP3LNPR1VO-CA Wed Apr 14 2523 10:22:09 GMT-0500 (Central Daylight Time) *

Finishing Up

This completes the documentation on importing a certificate authority into Nagios Log Server. If you
have additional questions or other support-related questions, please visit us at our Nagios Support
Forum, Nagios Knowledge Base, or Nagios Library:

Visit Nagios Support Forum Visit Nagios Knowledge Base Visit Nagios Library
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