How To Authenticate And Import Users With AD And

LDAP In Nagios Network Analyzer 2026

Purpose

This document describes how to import and authenticate users with AD and LDAP inside Nagios
Network Analyzer.

Prerequisites
You will need the following prerequisites in order to follow the documentation:

e A separate Microsoft Windows-based AD infrastructure that is accessible to the Nagios
Network Analyzer machine

OR:

e A separate LDAP infrastructure (like OpenLDAP) that is accessible to the Nagios Network
Analyzer machine

Nagios Network Analyzer Server DNS Resolution

It is assumed that the DNS settings for your Nagios Network Analyzer server use DNS servers that
are:

e Domain Controllers (DC) in your AD domain
OR:
e Capable of resolving the DNS entries used to contact your LDAP server(s)

If you are having issues, you can edit the resolv.conf file to use a DNS server within the AD
infrastructure as the primary name server.

o Edit the resolv.conf file in a text editor:
vi /etc/resolv.conf
e Before all other lines starting with “nameserver”, enter the following:

nameserver [IP address of DNS server]
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Be aware that the /etc/resolv.conf file can be automatically overwritten by any of several
configuration management systems that come with various versions of Linux. CentOS and RHEL use
NetworkManager, Ubuntu uses resolved or systemd-resolve depending on the release, and Debian
systems by default use the plain /etc/resolv.conf file without a config manager. Consult your
operating system’s documentation for the full details on correctly configuring DNS for your
environment, but below are some examples to cover common scenarios:

RHEL | CentOS | Oracle Linux

If your Linux system is using NetworkManager (which you will know if your /etc/resolv.conf file
says something about being generated by NetworkManager in it), you should use nmcli to set your
DNS server(s):

nmcli con mod lo ipv4.dns "192.168.1.1 8.8.8.8"

The example above sets the DNS serversto 192.168.1.1and 8.8.8.8.

After making changes with nmcli, it is necessary to restart NetworkManager:

systemctl restart NetworkManager

Ubuntu
Ubuntu systems use resolvectl to configure DNS.
You can see your current DNS configuration by simply typing:

resolvectl

To update your configuration, specify the link name and the DNS server(s):
resolvectl dns ens33 192.168.1.1 8.8.8.8

After making changes with resolvctl, it is necessary to restart systemd-resolved:

systemctl restart system-resolved
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All Systems

Caching options in PHP may prevent changes to the resolv.conf from taking effect and require
restarting the Apache service. If you do edit the file, you will need to restart the Apache web server:

RHEL | CentOS | Oracle Linux
systemctl restart httpd.service
Debian | Ubuntu

systemctl restart apache2.service

Configuring The Authentication Servers

First you must define the Authentication Server(s) that Nagios Network Analyzer will use.
To begin, navigate to Administration > LDAP/AD Integration:

D! Network Analyzer M | Admin LDAP/AD Integration

85 Dashboards

& Flow Sources LDAP / Active Directory Integration

£ Groups Manage authentication servers can be used t

% Traffic Profiles

B Reports

@ Alerting LDAP / Active Directory Servers

S Traceroutes E

T Wireshark

& Nmap Name Server(s) ype Encryption Associated Users

€ suricata No authentication servers have been added.

@ Help

O Administration
Global Settings

R ST Certificate Authority Management

License Information

User Management

Foles

LDAP/AD Integrati
Hostname Issuer (CA) EeiEn Er

System Backup
No certificates have been added.
Check for Updates

To add an Authentication Server click the + Add Server button. There are different options for Active
Directory and LDAP.
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Active Directory

You will need to provide the following details:

Server Type: Active Directory

Active: Checked

Server Name:

Provide a name to associate with this authentication method.
Example: CONT0S02

Base DN:

The base DN (Distinguished Name) of the LDAP Directory. This must be the root of your LDAP
directory, rather than a specific OU or sub-directory.

Correct Example: DC=contoso2,DC=1ocal

Incorrect Example: OU=Users,DC=B0X293,DC=1ocal

Account Suffix:

An @your-domain.suffix (the part of the full user identification after the username). Example:
@coolcompany.local

Domain Controllers

A comma separated list of DC servers that Nagios Network Analyzer can use to authenticate against.
This can be a combination of IP addresses, short names, and fully qualified domain names.

Example:
dc1.coolcompany.local,dc2.coolcompany.local

Note: When using SSL/TLS for security, it is important that these entries match the Common Name
(CN) in the SSL/TLS certificate that these DCs will present to the Network Analyzer server.
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Encryption Method

Select the security method to use. The default is SSL/TLS. It is possible to select None, but recent AD
servers require SSL/TLS, and None is highly insecure.

If you are in a domain forest that has been raised to a functional level of 2012, then TLS is needed
along with additional steps in the following guide:

Using SSL with AD and LDAP

If SSL or TLS is required, then please refer to the same guide.

Server Type Active Directory

Server Name
CONTOSO

The name of

DC=contoso2,DC=local

Account Suffix
@contoso.local

The part of the full user identification after the username, su

dcil.contoso2.local

Once complete click the Create Server button.

You can now proceed to the Importing Users section.
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LDAP

You will need to provide the following details:

Server Type: LDAP

Active: Checked

Server Name:

Provide a friendly name to associate with this authentication method.
Base DN:

The base DN (Distinguished Name) of the LDAP Directory. This must be the root of your LDAP
directory, rather than a specific OU or sub-directory.

Correct Example: dc=box293, dc=1ocal
Incorrect Example: ou=users,dc=box293,dc=local
LDAP Host

The LDAP server that Nagios Network Analyzer can use to authenticate against. This can be an IP
address, short name or fully qualified domain name.

Example: 1dap81.coolcompany.local

Note: When using SSL/TLS for security, it is important that these entries match the Common Name
(CN) in the SSL/TLS certificate that these DCs will present to the Network Analyzer server.

LDAP Port

The TCP network port used to communicate with the LDAP server.
Example: 389

Encryption Method

Select the security method (or not) to use. It is possible to choose None, but this is a highly insecure
option. Encryption is strongly recommended.

Please refer to the Using SSL with AD and LDAP documentation for details on enabling encryption.
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Server Type

Server Name
openldap.contoso2.com
The name of the server for internal purposes only. This will not affect the connection.

Base DN
dc=contoso2.dc=com
The LDAP-format starting object (distinguished name) that your users are defined below.

such as DC=nagios,DC=com.

LDAP Host
openldap.contose2.com
The hostname or IP address of your LDAP server.

LDAP Port

The port number to connect to on the LDAP server. (Default = 389)

Encryption Method

The type of security (if any) to use for the connection to the server(s). The STARTTLS
option may use a plain text connection if the server does not upgrade the connection to
TLS

Once complete click the Create Server button.

You can now proceed to the Importing Users section.

Importing Users

The next step is to import users from Active Directory or LDAP. Once the user has been imported,
Nagios Network Analyzer will query the DCs or LDAP server each time the user logs in to validate
credentials. The following steps are the same for Active Directory or LDAP.

1. Navigate to Administration > User Management and click Import Users from LDAP/AD.
2. Select the authentication server you previously defined and provide credentials to connect to

the server.

D! Network Analyzer D | admin User Management

88 Dashboards

& Flow Sources User Management

£ Groups Create, import, edit, and delete users.

¥ Traffic Profiles

= (o=
@ Alerting

& Traceroutes = SEEED

T\ wireshark
User Email

& Nmap

& suricat nagiosadmin address@awesomecompany.tid
uricata

@ tep ' nstephenson ns@awesomecompany.tid
O Administration

Pp—— With selected:  Select action

Notification Settings

License Information

User Management

Roles

Trademarks are the property of their respective owner.
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The account credentials you are providing here are only required to authenticate against AD /
LDAP to retrieve the directory contents. They are not saved or used in the actual user
authentication.

Click Next.

4. Once you've successfully authenticated, you'll be presented with the node of your directory tree
(relative to the Base DN that was defined).

In the screenshot you can see the Users node has been selected, and the user Test User has been
selected to import.

Select Users to Import  Step 2

Select the us would like to etwe yzer via LDA ctive ectory authentication. You will be

Directory Tree Users in "Users” Unselect All 12
Common Name Common Na Q
2 krbigt
2 NWCo1

2 NWC02

® ® ® @

2 Protected Users

2. RAS and IAS Servers

2 Read-only Domain Controllers

2 Schema Admins

2 SQLRUserGroupSQLEXPRESS

2 SQLServer20055QLBrowserUser$DC1

2. SQLServerMSSQLServerADHelperUser$DC1

2 Sean Sax

® ® ® @ @ ® ® ®

2 Test User
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5. When you've chosen all the users to import, click the Add Selected button. On the next screen
you are presented with a list of the users you are going to import and the summary of how they
are going to be imported (see screenshot below).

LDAP / Active Directory Import Users  Step3

Review and confiugre settings for selected users. Complete all required fields before importing
Selected Users 1 1

Display Name Username Email Auth Type Status

‘ Test User | ‘ tuser ‘ I J AD

6. Every user will need the required fields (marked by an *) defined before you can click the
Create Users button.

7. Click the Create Users button to continue. The user accounts will now be imported into Nagios
Network Analyzer. When finished you will be returned to the User Management screen.

User Management

Search

% View 10

Access Level Account Type APl Access

Username Email

1

nagiosadmin root@localhost Admin local

tuser test@localhost User AD 0
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Linking Existing Local Users to Active Directory Users

You can easily link local accounts to Active Directory accounts in the Edit User menu.

1. Navigate to Administration > User Management.
2. Click the Actions icon to the right of the user you want to update, and select Edit.

3. Scroll down to the Authentication section, and change the Authentication Type to Active
Directory.

4. Select the AD Server, and enter the AD Username.

@ Account Information
& Display

(&) Details Phone Number

£ Authentication Contact phone number

P Authentication

Authentication Type . .
- ; : Active Directory
Che w this user will authenticate.

AD Server AD-1 (dci.place.com, de2.place.com)

AD Username nstephenson

5. Click Update User on the bottom right to save your changes.

Once these changes have been made, the existing user will be able to log in using their Active
Directory credentials.
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Linking Existing Local Users to LDAP Users
You can easily link local accounts to Active Directory accounts in the Edit User menu.
1. Navigate to Administration > User Management.
2. Click the Actions icon to the right of the user you want to update, and select Edit.
3. Scroll down to the Authentication section, and change the Authentication Type to LDAP.
4. Select the LDAP Server, and enter the User’s Full DN.

® Account Information
& Display

(8 Details Phone Number

£ Authentication Contact phone number

P Authentication

Authentication Type

Cho w this user will authenticate.

User's Full DN cd=Neal Stephenson, dn=coolcompany, dc=com

LDAP Server $ LDAP-1 (Idap.coclcompany.placetid)

5. Click Update User on the bottom right to save your changes.

Once these changes have been made, the existing user will be able to log in using their LDAP
credentials.
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Finishing Up
This completes the documentation on Authenticating and Importing Users with AD/LDAP in Nagios

Network Analyzer 2026. If you have additional questions or other support-related questions, please
visit the Nagios Support Forum, Nagios Documentation Hub, or Nagios Library:

Visit Nagios Support Forum Visit Documentation Hub Visit Nagios Library
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