How To Create An NNA Instance In Amazon EC2 With

Nagios Network Analyzer 2024

Purpose

This document describes how to launch a new pre-installed Nagios Network Analyzer server in the
Amazon Elastic Compute Cloud (EC2) in order to quickly run a trial of Nagios Network Analyzer
without using physical hardware, migrate existing physical installations to a cloud infrastructure,
and/or scale an existing Network Analyzer environment.

Prerequisites

Before you begin, this document assumes the user has an Amazon Web Services (AWS) account. If
you don't, one can be created at http://aws.amazon.com.

Note: The end user is responsible for all billing that results from using Amazon Web Services.

Creating The Virtual Machine

To be sure you are getting the official Nagios Network Analyzer public Amazon Machine Images
(AMs), it is recommended that you log in to the Amazon Web Services (AWS) management console.

1. Make sure you are using the appropriate region and have the Filter set to: Public Images.
e Images are currently available in the following zones:
o US East (N. Virginia & Ohio), US West (N. California & Oregon)
o Canada (Central)
o EU (Frankfurt, Ireland, London)
o Asia Pacific (Mumbai, Seoul, Singapore, Sydney, Tokyo)
o S. America (Sao Paulo)
2. Inthe search bar input: 766915741798. This is the Nagios Tech Team official ID.

BF  Services v  Edit v
EC2 Dashboard AcHone i & ©
Events
Tags I Filter: Public Images v . All Images v All Platforms v Q 766915741798 X
Name AMI Name s !U E ource Visibility
Instances » @ nagioskifcentns/5/2.1-SNAPSHOT-1/686 ami-ab9ad9c2 766915741798Mmagiosxi/ce, Public
Spot Requests
» @ nagiosK/centos/5/2. 1-SNAPSHOT- 1486_64 ami-71016218 766915741798/Magiosxice Public
Reserved Instances J = g
e - B NAgIoSKI/CEntos/6/2.2-SNAPSHOT- 1486_64 ami-6fBd53e6 766915741798/Mnagiosxi/ce Public
: ami-81Bd53e6
A AMI ID: ami-Gfed53e
T, Source: 766915741798/agiosxi/centos/6/2.2-SNAPSHOT-1486_64
Platform: Cent 03 Architecture: x86_64
Image Type: machine Name: nagiosxi/centas/6/2.2-GNAPSHC
Description: Nagios XI 2011R2 | Appliance version 2.2 | x86_64 architecture Root Device Name: /ievisdal
Root Device Type: s
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3. Select the image that meets your needs and click Launch.

4. The Request Instance Wizard will begin. Within the wizard you will be able to select your
instance type and customize the allocated resource settings and naming information. For
Nagios Network Analyzer, the minimum specifications we recommend are 1 core and 2GB
RAM.

5. The wizard will have you choose or create a key pair. If you are creating a key pair for the first
time, you will be asked to download the key before continuing. The private key will be required
to SSH into your machine.

Note: Root password login is disabled.

Select an existing key pair or create a new key pair X

A key pair consists of a public key that AWS stores, and a private key file that you store. Together
they allow you to connect to your instance securely. For Windows AMIs, the private key file is required
fo obtain the password used to log into your instance. For Linux AMIs, the private key file allows you to
i securely SSH into your instance

Choose an existing key pair -

Select a key pair
nagiosxi El

(11 acknowledge that | have access to the selected private key file (nagiosxi.pem), and that
without this file, | won't be able to log into my instance

Cancel
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6. You will be asked to select or configure a security group. The security group should allow
public access on port 22 and port 86, this may be fine for some installations, however, keep in

mind that you will also require the use of additional ports that you will be sending your network
flow data to.

1. Choose AMI 2. Choose Instance Type 3. Configure Instance 4. Add Storage 5. Tag Instance 6. Configure Security Group

St_e_p 6: Configure Security Group

A security group is a set of firewall rules that control the traffic for your instance. On this page, you can add rules to allow specific traffic fo
reach your instance. For example, if you want to set up a web server and allow Internet traffic to reach your instance, add rules that allow

unrestricted access to the HTTP and HTTPS ports. You can create a new security group or select from an existing one below. Learn more
about Amazon EC2 security groups

Assign a security group: @ Create a new security group

Select an existing security group

Security group name: launch-wizard-1
Description: launch-wizard-1 created on Monday, April 7. 2014 1:26:48 PM UTC-5
Type (i Protocol (i Port Range (i Source (i
SSH v TCP 22 Anywhere ~ (%]
HTTP = TCP Anywhere ~ (%)

Add Rule

,{“5'\ Warning

Rules with source of 0.0.0.0/0 allow all IP addresses to access your instance. We recommend setting security group rules to
allow access from known IP addresses only.

Cancel Previous Review and Launch

Note: When you first start your instance, the latest version of Nagios Network Analyzer is
installed and compiled at boot. This will take at least 15 minutes before the instance will
become available. The amount of time will depend on the instance size you create.
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Connecting To Nagios Network Analyzer

[T Name Instance AMI ID Root Device Type ate Status Checks  Alarm Status Monitoring
M Andystestinstance @ 48856724  ami-BBd53sE  ebs m1.smal 212 checks p: none basic
T empty gl -7aBa%1e ami-e565badc ebs t1.micro ) running & 272 checks p: none basic
1 EC2 Instance selected.
) @
Description ¥MOnItoring ags

AMI: nagiosxifcentos/6/2.2-SNAPSHOT-1/x86_64 (ami-8f8dS3e6) Alarm Status: none

Zone: us-east-1b Security Groups: default, view rules

Type: ml.small State: running

Scheduled Events: No scheduled events Owner: 766915741798

Once the instance is running, you can complete the installation of Nagios Network Analyzer through
the web interface. To access Network Analyzer, type in the following URL and replace <ipaddress>
with the IP address of the virtual machine:

http://<ipaddress>/nagiosna

Note: You can find the Public DNS address by selecting the instance and viewing the details.

Once you access the login screen, you can log in as the Admin to begin using Network Analyzer. The
credentials are listed below.

e Username: nagiosadmin
e Password: a random password gets initialized during setup

You may also need to occasionally make an SSH connection to your machine. This connection must
use the private key you downloaded earlier. When connecting you must use the username centos
NOT root, this user has full sudo access.

ssh -i .ssh/mykey.pem centos@[AWS_public_DNS]
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Notes About System Credentials And Security

You are strongly advised to change these initial passwords immediately as they are not secure and
are shipped as the default passwords as other Network Analyzer virtual machines. If you forget these
passwords, we can't help recover them, so keep track of the new credentials you choose.

If you are having trouble with the configuration, make sure that your security group in Amazon EC2
includes information regarding email. Outbound email may not work if the AMI doesn't have a valid
DNS name, or your firewall rules don't allow outbound SMTP except through a proxy.

Finishing Up

This completes the documentation on how to create a Nagios Network Analyzer Instance in the
Amazon EC2 Cloud Environment. If you have additional questions or other support-related questions,
please visit us at our Nagios Support Forum, Nagios Knowledge Base, or Nagios Library:

Visit Nagios Support Forum Visit Nagios Knowledge Base Visit Nagios Library

www.nagios.com Page 50f 5

N a g i o s Copyright ® 2025 Nagios Enterprises, LLC. All rights reserved.

Trademarks are the property of their respective owner.



https://support.nagios.com/forum/
https://support.nagios.com/kb/
https://library.nagios.com/

