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How To Use Custom Queries In Nagios Network Analyzer 
2026 

Purpose 
This documentation will show you how to use Nagios Network Analyzer 2026 to turn existing flow 
data into meaningful information. This manipulation will not destroy your data at all, so feel free to 
experiment, as there is no chance at all that you will break anything. You will need to have an existing 
source with flow data to be able to follow the examples in this documentation. 

Terminology 
The following terms will be used throughout this document: 

• src - Source 

• dst - Destination 

• src ip - Source IP is the IP Address the traffic originated from 

• dst ip - Destination IP is the IP Address the traffic is going to 

• src port - Source Port is the network port the traffic is transmitted on 

• dst port - Destination Port is the network port the traffic is received on 

Performing A Query 
To begin, click either Flow Sources or Groups, then click a source or group name: 
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This will bring you to the source or source group Summary page. Next, click the Queries tab: 

Source: 

 

Source Group: 

 

This is where we will be doing the majority of work and explanations in this document and will most 
likely be the entry point for any deep diving you do into the flow data. On this page, you'll see many 
fields. This section will give a description of what each one is for, and how to use it. 

Time Frame 

This is where you set the time frame for the query. Simply 
select a timeframe from the dropdown from the last 2 hours to 
the last month. You can also set custom elapsed time frames, 
to specify something like 3 hours ago until now. 
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Simple Queries  
The Raw Query field is the most powerful tool when querying data. In this field you will enter a query 
string to sort through the data, and if you have ever used tcpdump before, this section will be familiar. 
In this query string you can specify quite a few parameters to limit what is shown to you and chain 
parameters together to isolate exactly what you'd like to see. Let us assume that we would only like to 
see traffic on port 80. It doesn't matter if it is coming from port 80, or if it is going to port 80. In the 
Raw Query box, you would type: 

port 80 

…then click Run Query.  

Here is an example of what that looks like: 

 

This shows all of the flows to or from port 80,  both dst ip and src ip.  
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Notice how many pages of entries this returns, 226 pages times 10 entries per page gives us 2,260 
entries! If you scroll through them, you'll notice they all have port 80 as one of their ports, this is 
because you see traffic in both directions. If you only want to see when the source port is 80 amend 
the query to: 

src port 80 

Now the query will be limited to the source port, which drops us down to 710 entries:  

 

Click any entry in the table to drill down further into the query. This will populate the Raw Query box 
with a new query based on your selection.  
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Advanced Queries 
We started with a very simple queries of port 80 and then src port 80. The raw query generated by 
clicking the table entry was far more complex, including an and operator and grouping items in 
parenthesis: 

(src port 80) and (src ip 192.168.145.56 and dst ip 10.20.30.3 and src port 
80 and dst port 63020) 

In the following sections we’ll explore additional options to help you refined your queries and make 
them more advanced.  

IP / Network 

A Raw Query can use an IP address or a network scope. Here is an example of using an IP address: 

ip 192.168.145.51 

Here is an example of using a network scope by using the slash notation: 

net 192.168.145.0/24 

In the screenshots above, you can see that the IP address or the network scope being queried 
appears in either the Source IP or Destination IP columns. 
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Defining Source Or Destination 

Queries can be prepended by using src or dst to target a specific traffic direction. Here is a net 
example: 

src net 192.168.145.0/24 

 

In the screenshot above, all of the 10.25.0.0/16 addresses are in the Source IP column. 

Here is a port example: 

dst port 80 

 

You can see in the screenshot above that port 80 is only in the Destination Port column. 

Logic Operator: AND 

Using the AND operator can allow you to have more granular queries, for example: 

src ip 192.168.0.210 and dst port 80 
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Logic Operator: OR 

Using the or operator can allow you to have more flexible queries, for example: 

src ip 10.20.30.3 OR dst ip 192.168.145.51 

 

Logic Operator: NOT 

Using the not operator can allow you to have queries that exclude data, for example: 

ip 192.168.145.51 and not dst port 5693  

 

Metrics 

You can create queries on the amount of traffic that went through for each flow. 

 src port 80 and bytes > 1m 
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IPv6  

IPv6 addresses can also be queried for: 

ip fe80::8c92:e849:a4b7:f0d2 

 

Using Parenthesis To Group Expressions 

You can add parenthesis to your expression to make it clear how the query will be executed, this 
allows for more complex queries. Here is a simple example: 

dst ip 192.168.145.51 and (src port 53 or dst port 5693) 

You can see that the example provided results for source port 53 OR destination port 5693 on 
destination IP 192.168.145.51:  

 

Here’s a more complicated example that would significantly narrow down the results. The first 
parenthesis targets two IP addresses or an entire IPv6 subnet (using multiple ors). The second 

parenthesis allows port 80 OR 443. Then two more conditions were defined:  

(src ip 10.25.254.50 OR src ip 10.25.14.10 OR src net 
2001:44b8:3132:25:0:0:0:0/64) AND (dst port 80 OR dst port 443) AND NOT src 
ip 2001:44b8:3132:25:10:25:14:52 AND bytes > 10m 
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Source Groups 
Queries can also be performed on Source Groups. In Nagios Network Analyzer, select Groups from 
the navigation bar and click on the Source Group Name to bring up the details page of the selected 
Source. Click the Queries tab to bring up the query options. The functionality is the same as Sources. 

 

Further Reading 
This documentation covered many of the features available in queries, however, it did not 
comprehensively cover all abilities of the query syntax. If you would like to read more, please refer to 
the following link: 

https://github.com/phaag/nfdump 

Finishing Up 
This completes the documentation on how to use custom queries in Nagios Network Analyzer. If you 
have additional questions or other support-related questions, please visit us at our Nagios Support 
Forum, Nagios Knowledge Base, or Nagios Library: 

Visit Nagios Support Forum Visit Nagios Knowledge Base Visit Nagios Library 

 

https://github.com/phaag/nfdump
https://support.nagios.com/forum/
https://support.nagios.com/kb/
https://library.nagios.com/

