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Using SSL with AD and LDAP in Nagios Network Analyzer
2024

Prerequisites

You will need the following prerequisites in order to follow the documentation:

* Nagios Network Analyzer 2.4 or newer

* A separate Microsoft Windows-based AD infrastructure that is accessible to the Nagios

Network Analyzer machine
* OR

* A separate LDAP infrastructure (like OpenLDAP) that is accessible to the Nagios Net-

work Analyzer machine

Certificate Overview

A "brief" explanation of certificates is required to be able to explain which certificate needs to
be uploaded to your Nagios Network Analyzer server and why.

You will be familiar with certificates when shopping online using your web browser. When you
connect to a server using SSL/TLS, the server you are connecting to will provide a certificate
to use for encryption and security. Your computer will verify that the certificate provided is
actually valid, but how does it do this? The certificate you are presented with is generated by
a trusted source, a certificate authority (CA). Your computer has a copy of the CA certificate
and can validate that the certificate you are being provided is actually a valid certificate. Your
computer's operating system keeps the public list of CA certificates up to date, it's not some-

thing that you need to worry about.
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Certificates are also used for user authentication on private networks, such as com-
municating with an AD / LDAP server. If you have a Windows computer that is joined to an
AD, certificates are used by the domain controller(s) (DC) to securely transmit username and
password information. In this scenario the domain controller(s) have certificates that are
issued by a private CA in the Windows domain. For all of this to work, the CA certificate of the
Windows domain needs exist on your local computer. Computers that participate in a Win-
dows domain automatically have a copy of this CA certificate, it happens automatically.

Why did all of that need explaining? When Nagios Network Analyzer connects to an LDAP /
AD server to authenticate a user, the domain controller you are authenticating with provides
the Nagios Network Analyzer server with a certificate to use for encryption and security.
Nagios Network Analyzer is running on a Linux server, there is no way that it would have a
copy of your Windows domain CA certificate, so it will not be able to verify the certificate of
the domain controller you are authenticating against. The purpose of this documentation is to
upload the CA certificate onto your Nagios Network Analyzer so that Nagios Network Ana-
lyzer can trust the certificate the domain controller provides.

It does need to be made clear that it is the CA certificate that is required. Even in simple
single-server AD domains (like Windows Server Essentials), the CA certificate is a different
certificate to the certificate of the server itself. This might be clearer in a larger AD domain.
You might have three separate DC's however they all have certificates issued to them by the
CA. To be able to authenticate against all three servers you need to upload the CA to your
Nagios Network Analyzer. The following documentation will walk you through the steps to
obtain and then upload the CA certificate.

Obtaining The Certificate - Microsoft Windows

These steps are based on obtaining the CA certificate from your Microsoft Windows CA
server. There are two methods explained here.
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Method 1) Console / RDP Session To CA Server
Using this method you will need a console or RDP session to your CA server.

1. Navigate to Administrative Tools (commonly found in the control panel) and open Cer-
tification Authority.

2. When the Certification Authority opens right click on the CA server and select Properties.
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3. When the Properties window appears you will be on the General tab.

4. Click the View Certificate button.
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Certificate
General Certification Path I
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= 1|Walid From Wednesday, 6 July 2016 8:34...
=1 Walid ko Monday, & July 2026 3:44:23 PM
| |Subject BOX293-DC02-CA, BOX293, local  « |

Edit Properties. .. | I iZopy to File. ..
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5. When the Certificate window appears, click on the Details tab.

6. Click the Copy to File button.
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7. The Certificate Export Wizard window appears, click Next.

8. Select Base-64 encoded X.509 (.CER) and then click Next.
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Certificate Export Wizard

File to Export
Specify the name of the file vou wank to expaort

File mame:

A\ TemplCA,cer

< Back I S Next_@ Cancel

9. Use the Browse button to select a location to save the certificate file to, you will need to
provide a name for the certificate.

10. Click Next to continue.
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Certificate Export Wizard

Completing the Certificate Export
Wizard

You have successfully completed the Certificate Export

: J‘ . %J wizard,

: :Z_.'_fw You have specified the Following settings:
File Marne
Export Kews [ u]
Include all certificates in the certification path Mo
File Format Basetd

« | ]

< Back I Ginish EI Cancel

11. Click the Finish button to export the certificate.
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Certificate Export Wizard [EJ I

The export was successhul,

ok |

12. You will receive a message to confirm the certificate export was a success. Click OK. You
can now close all the open windows. You can now proceed to the Upload Certificate section

of this document. Make sure you have access to the exported .cer file from the computer you
will upload the certificate to Nagios Network Analyzer from.

Method 2) CA Server Web Interface

Microsoft Active Directory Certificate Services — BOX293-DC02-CA Home

Welcome

Use this Web site to request a certificate for your Web browser, e-mail client, or other program. By
using a certificate, you can verify your identity to people you communicate with over the Web, sign
and encrypt messages, and, depending upon the type of cerificate you request, perform other
security tasks.

You can also use this Web site to download a certificate authority (CA) certificate, certificate chain,
or certificate revocation list (CRL), or to view the status of a pending request.

For more information about Active Directory Certificate Services, see Active Directory Certificate
Services Documentation.

Select a task:
Request a certificate

View the status of a pending certificate request ‘_"//—

Download a CA cerificate, certificate chain, or CEL

If the CA server publishes the Certificate Services web page you can download the CA cer-

tificate from this page.
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1. Navigate to http://caservername/certsrv and provide valid credentials when prompted.
Replace caservername with the address of your CA server. You will be presented with a page
similar to the screenshot to the right.

Microsoft Active Directory Certificate Services — BOX293-DC02-CA Home

Download a CA Certificate, Certificate Chain, or CRL

To trust certificates issued from this certification authority, install this CA certificate.

To download a CA certificate, certificate chain, or CRL, select the cerificate and encoding method.

CA certificate:

Enl:ndlng method:

DER

© Base 64
install CA certificate >
Download CA certificate

Download CA certificate chain
Download latest base CRL
Download |latest delta CRL

2. Click the Download a CA certificate, certificate chain, or CRL link.
3. Select the CA certificate from the list of available certificates.
4. Select Base 64.

5. Click the Download CA certificate link.
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Opening certnew.cer
You have chosen to open:

certnew.cer

which is: X.509 certificate (1.9 KB)
from: http://dc02

What should Firefox do with this file?
Open with | Geany (default) b
Open in browser as | Text i
© Save File
Do this automatically for files like this from now on.

Y

Cancel 0

6. You will be prompted by your web browser to save the file, it should be named certnew.cer.

This will vary depending on the web browser you are using.

You can now proceed to the Upload Certificate section of this document. Make sure you have
access to the exported .cer file from the computer you will upload the certificate to Nagios Net-

work Analyzer from.
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Obtaining The Certificate - LDAP Server

There are many implementations of LDAP servers so it is hard to clearly document exactly
where your CA certificate file exists. One method is to search the cn=config for the
olcTLSCACe rtificateFile attribute. Execute the following command on your LDAP server:

slapcat -b cn=config | grep olcTLSCACertificateFile

An example of the output is as follows:
olcTLSCAC e rtificateFile: /etc/openldap/certs/ca_box293 cert.pem

You can see in the output the location of the CA certificate file. In the Upload Certificate sec-

tion of this document you will be required to copy and paste the contents of this file. To view
the contents execute the following command:

cat /etc/openldap/certs/ca box293 cert.pem

You can now proceed to the Upload Certificate section of this document.
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Upload Certificate

————— BEGIN CERTIFICATE-----
MIIFazCCA10gAwIBAgIQRKee45LY7JtEa3Z9QmbKpjANBgkghkiGoweBAQUFADBI
MRUWEWYKCZImiZPyLGOBGRYFDGY ] YWwxF jAUBgoJkialk/ISZAEZFQZCT1gy0TMx
FzAVBgNVBAMTDkKIPWDISMy1EQzAYLUNBMBAXDTE2MDCWNjASMzZQyNFoXDTIZMDCw
NjASNDQyM1owSDEVMBMGCgmSJomT81xkARKWBWxvY2FsMRYwWFAYKCZImiZPyLGQB
GRYGQk9YM] kzMRcwFOQYDVQQDEWSCT1gyOTMEREMWMi 1DQTCCALIWDOYIK0ZIhveN
AQEBBQADgQIPADCCAgoCoggIBAMhgxI/3sYSBOLgCcWiHGSTjQ9sd+wwlXYWPTgxAzZ
SF+CacNIIHvYDuwAOTZ 1ZLCO8VVHYmMMOMRTF1/Vro6lZB2IXBMXuRTMrxoSErudg
WniuFNdAp/cRHNHUEWD] 1h4UwALtNpmxIbGSK9DqusYzTQclRzsGDDIVBASVM] g+
NCYTPX3NZEYd7Tn2vnlGuxYfV9d+qg/PFIIwOkVuib3L4ifIGB6naCEC3RrDzek2
JowbgTO34+wziXTcEezvpxvvoTDg2ZLhYbDAS+rFP5GIUOTHOKhAWY45209VT3gsG
PSQVP2td9opWT4mPxBODz701z618e6ItdQoBwwly+ki/UuS/tGWQjcFd/5NT/83L
BfmTahtGX80DVvYTUSHXKtc4kqgGVL4akjTaQrryNgd30RnioesBcdKrkes+6brAM
wW1HHQGpGEK8xoH/ tTRbpeT@DgPONEF JHWZBXxwHWRGTZT/ivkp/E/WBX@yISMd1IV
INPkfEur2e2ZilktdokRtHIea®538f LnyNwApXwnikaQDhioOdgbjDHvwhT7KODQ
3hjDXBnCIMHDNGDikv4Nilo4jVoyyOK3q6b/XCI19+hWNNquem3As /Wyv12zUWeCY
Wni93w9InzVTuKRSF1IgmKsKSAbug2HdVBHQKCM3HM/3/cLq9+A+1ukYTcRm5/0ch
TkcrAgMBAAGjUTBPMASGALUdDWQEAWIBH jAPBgNVHRMBATSEBTADAQH/MBOGALUd
DgQWBBTOuyYFWSj sSRFVg8Y6wx1Lbu0XhoVDAQBgk rBgEEAYI3FQEEAWIBADANBgkY
hkiGO9weBAQUFAAOCAQEACHY2bS ) THDVWxzt93 rRGK/LTWvVPyZh/4gUKRmMYyGrkv
2w2ARBulfd3Fch8nzaFsx+LVZtTIUZT j sKIMFGn@9vHUkMbCCoIMBN2GH2w3BNIP
SHSbrjvIMkClveLeoJumTRx ImKYKhFFgLKDOMa4T7 XpICDURhHBW/R1IAYABIA9D3
FOe2qVhPXMBxv3/1K8qlicArfLogNgha@GPcnDYEUvpSYPSUKUI7 cBH+ZVQTm40 ]
VCkd0Z3vMtaEcLhRS1+VTP1zVEjRhDjDzyT7VMC1jeTnGrbpkc21DQIWeWcM250s
VgyeBKnR9Fav0tJ+1wDBQozKzVmz TBDWpEGQEKL91t31MaT91la31i1PcvbobHD1RL
pyRlyZp7fmocz1X616xZ1dH9zd50X]GEV4sBU/AkVEhiEZaZohXVR2xhnJtOrAZP
co9kfX0aMONE3cpnnKEvs L fWxmTDoPfO+EeaqUY1Phef8kOKFI1XZToliSkKCQk+
GEQjXeFo8KlyewqdyFO0dq7vFllzFRdTOLb4z11BAB8sPARUscdI2ooocxK/8nT3M
TmYKLh/s+41+3aaMRj@tpBohIrk8C2guted4R1+0/6mPDvUced0icgMI+Bh+QGE8Y
/QxbAST1] fTku+418VWbVNZVTedxonuax1CvqI+uAWHbAWZgXF21lpeloKYCtTNjE=
————— END CERTIFICATE-----

In this step you will upload the CA certificate to the Nagios Network Analyzer server.
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1. Open the certificate you exported in a text editor such as Notepad, it will appear something
like the screenshot to the right.

2. Select all the text (Ctrl + A) and copy the text into your clipboard. You will need to include
the ----- BEGIN CERTIFICATE----- and ----- END CERTIFICATE----- lines.

3. Open Nagios Network Analyzer and navigate to Administration > Authentication >
LDAP/AD Integration.

Alerting Help Administration

Administration

LDAP / Active Directory Integration

& System Dashboard
' Manage authentication servers can be used to authenticate users against during login. Once a server has been

added you can import users.
@ Global Settings + Add Server
@ Check for Updates
Name Server(s) Type Encryption Associated Users Actions

& User Management

£ L DAP/AD Integration

Certificate Authority Management

Mo authentication servers have been added.

&, Update License If you are using self-signed certificates to connect over SSL/TLS, you will need to add the domain controllers’
certificates to the local certificate authority.

[ System Backup + Add Certificate

Hostname Issuer (CA) Expiration Date Actions

Mo certificates have been added.

4. Click the Add Certificate button and the Add Certificate to Certificate Authority window will
appear.
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Add Certificate

To add a certificate to the certificate authority, copy and paste the actual certificate
between, and including, the begin/end certificate sections.

Hostname:

BOX293-DC02-CA

-
Certificate:
ZT ~
T e T T P S T T T e TR 4 T R T Toah ot e T
FAZ+EBLTS1drebDWg 7 ERFYe+hrgnSWHOFchIMS / HiLEO Swe3A+ruWeARJmhfjgvlE
.
Sl
T = ST ST A AT R TR E T B TR A YT s TY TRAERETOTAFRAT FI-T1 77 7 HLE =
3/ IEVEno SNAdD OOV EAS L S 3 THo Y eV inFOwiliyvI A IAE TOIdFdlIf3nI 1 Z22nhHS]
FW
B o T o e o T Tt A —m s, CTTE
IZfHxE+rgEfDe2gF LY DuEuigns jSEgDHdxreCabn T sHy3glnVAdS0RIS1 24+ 5VE
-_r-
|

e e s T T T mT T T o T T T T
ofegyThThriTiuwenZvicOCinYulD2AgLEJ Ll 8FhsEqgqChGHg4LVHE =

W
ot e o e,

_____ L L i Dol L Y N

5. Paste the text in your clipboard into the certificate field. Don't worry that the text is not

formatted the same as it is in the text editor you copied it from.

6. Once you've pasted the text, the Hostname field will be automatically populated with the
name of the CA.
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7. Click the Add Certificate button to finish uploading this certificate to Nagios Network Ana-
lyzer.

8. Once the certificate is uploaded it will appear under the list of of certificates.

Certificate Authority Management

If vou are using self-signed certificates to connect over SSL/TLS, you will need to add the domain controllers’ certificates to the local
certificate authority.

+ Add Certificate

Hostname Issuer (CA) Expiration Date Actions

BOX293-DC02-CA BOX293-DC0O2-CA  Thu Jan 22 1970 08:24:58 GMT+1000 (Australian Eastern Standard Time) *=

This completes uploading the certificate to Nagios Network Analyzer.

Configure Authentication Server

This guide does not explain how to add an Authentication Server to Nagios Network Ana-
lyzer, please refer to the

Authenticating and Importing Users with AD and LDAP documentation.

Encryption Method TLS j

Uzed when trying to connect to a server via S5L or TLS encryptions.

The following screenshot the Security setting that requires authentication to use SSL/TLS
with certificates.

You don't actually define which CA certificate is used. When Nagios Network Analyzer is
presented with a certificate from the LDAP / AD server, the Nagios Network Analyzer checks

it's local CA store for the CA certificate to validate the certificate provided by the LDAP / AD
server.
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