How To Use SSL/TLS For AD And LDAP In Nagios

Network Analyzer 2026

Purpose
This document describes how to use SSL/TLS with AD and LDAP in Nagios Network Analyzer 2026.

Prerequisites
You will need the following prerequisites in order to follow the documentation:
e Nagios Network Analyzer 2026R1 or newer

e A separate Microsoft Windows-based AD infrastructure that is accessible to the Nagios
Network Analyzer machine

o OR

e A separate LDAP infrastructure (like OpenLDAP) that is accessible to the Nagios Network
Analyzer machine

Certificate Overview

A "brief" explanation of certificates is required to be able to explain which certificate needs to be
uploaded to your Nagios Network Analyzer server and why.

You will be familiar with certificates when shopping online using your web browser. When you
connect to a server using SSL/TLS, the server you are connecting to will provide a certificate to use
for encryption and security. Your computer will verify that the certificate provided is actually valid, but
how does it do this? The certificate you are presented with is generated by a trusted source, a
certificate authority (CA). Your computer has a copy of the CA certificate and can validate that the
certificate you are being provided with is actually a valid certificate. Your computer's operating
system keeps the public list of CA certificates up to date; it's not something that you need to worry
about.

Certificates are also used for user authentication on private networks, such as communicating with
an AD/LDAP server. If you have a Windows computer that is joined to an AD, certificates are used by
the domain controller(s) to securely transmit username and password information. In this scenario
the domain controller(s) have certificates that are issued by a private CA in the Windows domain. For
all of this to work, the CA certificate of the Windows domain needs to exist on your local computer.
Computers that participate in a Windows domain automatically have a copy of this CA certificate.
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Why did all of that need explaining? When Nagios Network Analyzer connects to an LDAP/AD server
to authenticate a user, the domain controller you are authenticating with provides the Nagios Network
Analyzer server with a certificate to use for encryption and security. Because Nagios Network
Analyzer is running on a Linux server, there is no way that it would have a copy of your Windows
domain CA certificate, so it will not be able to verify the certificate of the domain controller you are
authenticating against. The purpose of this documentation is to upload the CA certificate onto your
Nagios Network Analyzer so that Nagios Network Analyzer can trust the certificate the domain
controller provides.

It does need to be made clear that it is the CA certificate that is required. Even in simple single-server
AD domains (like Windows Server Essentials), the CA certificate is a different certificate to the
certificate of the server itself. This might be clearer in a larger AD domain. You might have three
separate domain controllers; however, they all have certificates issued to them by the CA. To be able
to authenticate against all three servers you need to upload the CA to your Nagios Network Analyzer.
This documentation will walk you through the steps to obtain and upload the CA certificate.

Obtaining The Certificate - Microsoft Windows

These steps are based on obtaining the CA certificate from your Microsoft Windows CA server. There
are two methods explained here:

e Method 1: Console / RDP Session To CA Server
e Method 2: CA Server Web Interface

Method 1: Console / RDP Session To CA Server

Using this method, you will need a console or RDP session to your CA server.

1. Navigate to Administrative Tools (commonly found in the Control Panel) and open
Certification Authority.
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2. When the Certification Authority opens, right click on the CA server and select Properties.

Tl certsrv - [Certification Authority (Local)\winsenla-CA] - O >
File Action View Help
= 2Bz H| » =

Tl Certification Autherity (Local) | Marme
v g winservla

Revol All Tasks » oked Certificates
| heve ed Certificates
] Issued View ’ ding Requests
| Pendir ng d
| Failed ~ Refresh =0 Requests

Certifi Export List... ificate Templates

Properties
Help

3. The Properties window will open to the General tab.
4. Click the View Certificate button.

winsers1a-CA Properties ? *

Extensions Storage Certificate Managers

Enrollmept Agents Auditing Recovery Agents Security
Policy Module Exit Module

Certification authority (CA)

Name: winserv1a-CA

CA certificates:
Cerificate #0

o Cotind) |
e —

Cryptographic settings

Provider: Microsoft Software Key Storage Provider

Hash algarithm: SHAZ5G
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5. When the Certificate window opens, click the Details tab.
6. Click the Copy to File button.

n  Certificate >
General Certification Path
Show: | <all= w

Field Value 2
D'u'ersiu:un V3
DSEriaI number 7a34227356e30daas4f 106fbed. ..
DSignab_lrE algorithm sha256RSA
DSignab_lrE hash algorithm sha256
Dlssuer winsery 1a-CA, nagios, internal
D'I.-'alid from Friday, March 7, 2025 12:19:3...
(=] valid to Thursday, March 7, 2030 12:2...
I-_']'% hisrt wineery 1a-4"4 nanine _intarnal w7

—
Edit Properties CD'}.-'UIIFHE
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7. When the Certificate Export Wizard window opens, click Next.
8. Select Base-64 encoded X.509 (.CER) and then click Next.

& ¢ Certificate Export Wizard

Export File Format
Certificates can be exported in a variety of file formats.,

Select the format you want to use:
(") DER. encoded binary %.509 {,CER)

@ase 64 encoded X.509 (.CER)
() Cryptographic Message Syntax Standard - PKCS #7 Certificates (\P7E)

I Hy if o

dude all certificates in the certification path if possible
Personal Information Exchange - PKCS #12 [ PFX
dude all certificates in the certification path if possible
Delete the private key if the export is successful

o

!
Cu
[=)
m

Cancel
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9. Use the Browse button to select a location to save the certificate file to, and provide a name for
the certificate.

10. Click Next to continue.

>
& ¥ Certificate Export Wizard
File to Export
Specify the name of the file you want to export
File name:
C:iTemp\CA-test, cer| |
QNext | | Cancel
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11.Click the Finish button to export the certificate.

€ ¥ Certificate Export Wizard

Completing the Certificate Export Wizard

You have successfully completed the Certificate Export wizard.

You have spedified the following settings:

Export Keys Mo

Include all certificates in the certification path Mo

File Format Baset4 Encoded X, 509 (*.cer)

[ Finish J| | Cancel

12.You will receive a message to confirm the certificate export was a success. Click OK. Close all
of the open windows and proceed to the Upload Certificate section of this document. Make

sure you have access to the exported . cer file on the computer you will use to upload the
certificate to Nagios Network Analyzer.

Certificate Export Wizard %

The export was successful,
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Method 2: CA Server Web Interface

If the CA server publishes the Certificate Services web page, you can download the CA certificate
directly from there.

1. Navigateto http://<caservername>/certsrv. Replace <caservername> with the
address of your CA server. Provide valid credentials when prompted. You will be presented with
a page similar to this screenshot.

Microsoft Active Directory Centificate Services — BOX293-DC0O2-CA Home

Welcome

Use this Web site to request a certificate for your Web browser, e-mail client, or other program. By
using a certificate, you can verify your identity to paople you communicate with over the Web, sign
and encrypt messages, and, depending upon the type of certificate you request, perform other
security tasks.

You can also use this Web site to download a cerfificate authority (CA) certificate, certificate chain,
or cerificate revocation list (CRL), or to view the status of a pending request.

For more information about Active Directory Certificate Services, see Active Direclory Cerificate
Sernvices Documentation.

Select a task:
Requast a cerificate

View the status of a pending cerificate request //

Download a CA cerificale, cerificate chain, or CRL

Click the Download a CA certificate, certificate chain, or CRL link.
Select the CA certificate from the list of available certificates.
Select Base 64.

Click the Download CA certificate link.

o b~ 0N

Microsoft Active Directory Certificate Services — BOX293-DC02-CA Home

Download a CA Certificate, Certificate Chain, or CRL

To trust certificates issued from this certification authority, install this CA certificate.
To download a CA certificate, certificate chain, or CRL, select the certificate and encoding method.

CA certificate:

DER
© Base 64
Install CA certificate
Download CA certificate
Download CA certificate chain
Download latest base CRL

Download latest delta CRL
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6. You will be prompted by your web browser to save the file; it should be named certnew.cer.
This will vary depending on the web browser you are using.

Opening certnew.cer
You have chosen to open:
certnew.cer

which is: X.509 certificate (1.9 KB)
from: http://dc02

What should Firefox do with this file?
Open with | Geany (default) v

Open in browser as Text v
© Save File

Do this automatically for files like this from now on.

Cancel

Proceed to the Upload Certificate section of this document. Make sure you have access to the
exported . cer file on the computer you will use to upload the certificate to Nagios Network Analyzer.

Obtaining The Certificate - LDAP Server

There are many implementations of LDAP servers, making it difficult to document the exact location
of your CA certificate file. One method is to search the cn=config for the
olcTLSCACertificateFile attribute. Execute the following command on your LDAP server:

slapcat -b cn=config | grep olcTLSCACertificateFile
An example of the output is as follows:
0lcTLSCACertificateFile: /etc/openldap/certs/ca_contoso2_cert.pem

You can see the location of the CA certificate file in the output. In the Upload Certificate section of
this document, you will be required to copy and paste the contents of this file. To view the contents,
execute the following command:

cat /etc/openldap/certs/ca_contoso2_cert.pem

Proceed to the Upload Certificate section of this document.
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Upload Certificate

In this step you will upload the CA certificate to the Nagios Network Analyzer server.

1. Open the certificate you exported in a text editor such as

Notepad. It will appear similar to this screenshot.

Select all of the text (Ctrl + A) and copy (Ctrl + C) it to your
clipboard.

2.

Make sure to include the

————— BEGIN CERTIFICATE
MIIFazCCA10gAWIBAgIQRKee45LY7JtEa3Z9QmbKpj ANBgkqhkiGOwOBAQUFADBI
IMRUWEWYKCZImiZPyLGQBGRYFbGYj YWwxF jAUBgoJkialk/ISZAEZFQZCT1gy0TMx
FzAVBgNVBAMTDKIPWDISMy 1EQzAYLUNBMB4XDTE2MD cwNj ASMzQyNFoXDTI2MDcw
IN]ASNDQyM10owSDEVMBMGCgmSJomT81xkARKWBWXVY2F SMRYWFAYKCZImiZPyLGQB
IGRYGQk9YMj kzMRcwFQYDVQQDEWSCT1gyOTMtREMWMi1DQTCCALIIWDQYIKOZIhveN
IAQEBBQADGQIPADCCAgoCggIBAMhgXI/35sYSBILqQCWiHGS ] Q9sd+wwIXYWPTgXAZ
5F+CacNIIHVYDUwAOTZ1ZLCO8VVHYmMMOMRTF1/Vro6JZB2IXBMXuRfMrxoSErudq
WniuFNdAp/cRHNHUGWD] 1h4UwA1 tNpmxIbGSK9DquSYzfQc1RzsGDDIVBOSVm]j g+
INCYtPX3N2EYd7 fn2vn1GuxYfvad+qg/PFIIwOkVuib3L4ifIG86naCEC3RrDz6k2
/6wbg fO34+wziXTcEezvpxvvofDg2LhYbDA8+r FPSGIUOLHOKhAWV45209VT3gsG
PSQVP2td9opWf4mPxBODz7012618eGItdQoBwwOy+ki/Uu5/tGWQjcFd/5NT/83L
lofmTahtGX80DvY fUSHXKtc4kqgGVL4akjTaQrryNgd30RnioesBcdKrKes+6brAM
[w1HHQGP6EK8x0H/ t fRbpe f@DqPINEF JHwzBxwHWRG7 2T/ivkp/E/WBX0yISMd1IV
INPkf6ur2€2ZilKtdokRtHIea®S38f LnyNwApXwnikaQDhioOdgbjDHvwhf7KODQ
3hjDXBnCImHDNQDikv4N1)94)V0yyOK3q6b/XCI19+hWNNqv6m3As /Wv12zUWeCY
Wni93wInzVTuKRSF1JIqmKsKSAbu82HdVBHQKCM3HmM/3/cLq9+A+1ukYTcRmS5/0cb
TkcrAgMBAAG j UTBPMASGA1UdDWQEAWIBh j APBGNVHRMBA f8EBTADAQH/MBOGA1Ud
IDgQWBBTOuUYFW8 j SRFVg8Y6wx1Lbu0XhoVDAQBgk rBQEEAYI3FQEEAWIBADANBgkq
hkiG9wOBAQUFAAOCAQEACHY2DS ] LHDVWxZ t93rRGK/ L fWvVPyZh/4gUKRmYyGrkV
2w2ARBuUl fd3Fch8nzaFsx+LVZt fJUZTj SKIMFGn@9vHuUkMbCCoIMBN2GH2w3ONIP
SHSbrjvIMkClveLeoJumTRx1mKYKhFFgLKD9Ma4T7XpICDURhH8W/RiAYAOIA9D3
FOe2qVhPXMBxv3/1K8qlicArfLogNgha®GPcnDYEUVPSYPSUKU97cBH+ZVQfm40 ]
IVCkd0Z3vMtaEcLhRS1+VfP1zVEjRhDjDzyf7VMC1jeTnGrbpkc21DQIWeWcM250s
IVqyeBKnR9FaVv0tJ+1wDOQozKzVmz f8DWpEGQEKLI1t31MaT91la3i1PcvbobHD1R1
pYRlyZp7 fmocz1X6i6xZ1dH9zd50XjGEV4sBU/AkV6hiEZaZohXVR2xhn)tOrAZP
co9k fXQaMQNE3cpnnKEvs 1 fWxmTDoPfO+EeaquY1Phof8kOKF3iXZfoliSkKCQk+
IGEO ] XeFo8KJyewqdyF0dq7vF1JzFRdfOLb4211BA88sPARUscdI2000cxK/8nf3M
ITmYKLh/s+4i+3aaMRj0tpBOhIrk8C2gute4R1+0/6mPDvUced0icqMI+Bh+QG88V
/QxbAST1j fku+418VWbVNZVTOdxonuaxiCvqI+uAWHbAWZqXF21peJoKYct fNjE=
----- END CERTIFICATE

3. Open Nagios Network Analyzer and navigate to Administration > LDAP/AD Integration.

4. Click the Add Certificate button.
5. The Add Certificate window will appear.

Add Certificate

Hostname

Certificate
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6. Paste the text from your clipboard into the Certificate field. The formatting may look different
from the text editor, but this is expected.

7. Once pasted, the Hostname field will automatically populate with the CA name.
Click the Add button to finish uploading this certificate to Nagios Network Analyzer.

Add Certificate

Hostname

Certificate

COMLWER TARLWICLNL S JDIRV S LN Usl.l LUTWY L 1D UIII}LUPGEDYI CANE QJP [ J.I'I.II'HI\III:J' n
R18CZFzj2LAchFcSrtoLgkulV7QuwdgmCey903915rqyZBzI105WTYHS6Fv1+ZCT3
+v5yMDgntd 2¥kNKyN87Z bGb2 pRCEI s bB2BECAWEAASNRME BWCWYDVREPEAQDAEGGME
GAITUDEWEBWQFMAMBATf BwHQYDVREDBBYEFPC T+QhZNdUaNSna+rUhUM3MBAGCSSGA
QQBgjcVAQQDAgEAMABGCSqGS Ib3DQEBCWUAAATBAQCGNWMXMIXxHWT neWdudj1dke
TFW1ZAT1k6aNcVxctlhu+fHs IDnYd Izd IqGhppuwDeBphRCaZovZTwqcudUzBlaBz
QLUhIKT+nA+ywsgr7h31E8dFEEAEYpCtohg8lxMPwbrgifurEFTvZ1kgfCSgpZHBA
U7bMZ2YEynSvnPKagcQIvCRQxIrX8XnRHxaH10jzK11ju0937faglsklt3hDe8m35z
vogpZHBAU7bM2YEThhiQkjEcAVIRK smkNwXviTuad LXE2sr8CepZHBAUTBM2YEgpZ
H8AUZbM2YEgpZHBAUTbM2YEgpZHEbji4XNLuXaECe7ENTTAS6CGYdrtcralQsgBX
yYA8g4s/GZGpDIg/bk/CFpDayID]

9. Once the certificate is uploaded, it will appear in the list of certificates in the Certificate
Authority Management section.

Certificate Authority Management

Hostname Issuer (CA) Expiration Date

contoso2-DC1-CA contoso2-DC1-CA Wed Feb 02 2033 13:29:57 GMT-0600 (Central Standard Time)

This completes uploading the certificate to Nagios Network Analyzer.
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Configure Authentication Server

This guide does not explain how to add an Authentication Server to Nagios Network Analyzer, please
refer to the Authenticating And Importing Users With AD and LDAP documentation.

The following screenshot shows the Security setting that requires authentication to use SSL/TLS with
certificates.

Method

You do not actually define which CA certificate is used. When Nagios Network Analyzer is presented
with a certificate from the LDAP/AD server, the Nagios Network Analyzer checks it's local CA store for
the CA certificate to validate the certificate provided by the LDAP/AD server.

Finishing Up

This completes the documentation on how to use SSL/TLS with AD and LDAP in Nagios Network
Analyzer. If you have additional questions or other support-related questions, please visit us at our
Nagios Support Forum, Nagios Knowledge Base, or Nagios Library:

Visit Nagios Support Forum Visit Nagios Knowledge Base Visit Nagios Library
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