How To Use Wireshark With Nagios Network Analyzer
2026

Purpose

This document describes how to leverage Wireshark with Nagios Network Analyzer 2026. This guide
includes details on installing Wireshark on your Network Analyzer server, and on using the integrated
tools to capture packets and manage live-generated and imported Pcap files.

Initial Setup

To begin, navigate to the Wireshark section of the Ul, and run the commands in the Installation
section from the command line of your Network Analyzer server.

You can also find the commands in the Installation Commands section of this guide.

N Network Analyzer @D  Wireshark

88 Dashboards

& Flow Sources Wireshark

Wireshark is not installed on this system

Description Features

Wireshark is a free, open-source network protocol analyzer used to capture and inspect network * Real-time network traffic analysis
traffic in real time. It supports hundreds of protocols and provides deep insight into network « Support for a wide range of protocols
ccommunications for troubleshooting, analysis, and security auditing. « Detailed packet inspection capabilities

« Open-source and widely used in the industry

sudo yum install wireshark-cli -y
o mkdir -p /usr/local/wireshark
o mkdir -p /usr/loca rk/ringbuffer
o chown -R nna:nnacm
o chmod -R @775 /usr/local/wireshar
o chmod -R g#s /usr,
sudo groupadd -f wireshar
sermod -a -G wireshark nna
sermod -a -G wireshark apache

After the installation is completed, refresh the Wireshark page. You will now see several tabs of
options:

Wireshark

Capture packets on a selected network interface.

(&) Capture [@ Capture History O Ring Buffer
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Overview Tab

In the Overview tab, you can view Total Captures, Average Duration, Most Used Interface, and Most

Recent Capture Data, as well as a bar chart of Captures Over Last 7 Days, and pie charts of Interface
Usage and Duration Distribution.

Wireshark

Capture packets on a selected network interface

& Live Capture (@ Capture History

Total Captures

Average Duration ® Most Used Interface © Most Recent Capture

@
[

5 23s ens160

Captures Over Last 7 Days

Interface Usage
Number of Wireshark captures per day E

Duration Distribution

Number of captures by duration

Captures per network interface

<

ens160 any ® nflog Imported

0-30s ™ 31-60s @ 61-120s ™ 121-300s
301-900s ® 901s+

You can click anywhere in the Most Recent Capture ID panel to drill down to the Capture Summary
page for the most recent capture.
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On the Capture Summary page you can see details on the Interface, Total Packets, Total Bytes, and
Duration, as well as lists of the Top 10 Talkers by source IP and Destination IP, and pie charts of
Protocol Usage and Packet Size Distribution.

Capture ID: 4

Network traffic packets captured using Wireshark.

4 Back to Capture History

Interface Duration Total Packets Total Bytes

ens160 10118 1.78 MB

Top 10 Talkers (Source) Protocol Usage
Top 10 talkers by bytes Protocol usage by packet count
Source IP

192.168.145.56
192.168.142.50

10.10.165.13

5
30994

192.168.0.41 75719

192.168.145.60 230013

192.168.107.55 40208

192.168.145.53 7

192.168.110.150
ARP® TCP® MDNS ™ UDP ™ ICMPvG @ 55DP

192.168.0.27 74138 LLMNR ® Gearman ¥ NBNS ™ TLSv13
1010104128

The Capture Data tab shows raw capture data from the scan:

Search... Search % View 10 10of 1534 > bod

Time $ Source ¢ Destination < Protocol < Length < Info &
0.000000000 0:47:0e:0ee 0 Broadcast ARP 60 Who has 192.168.5.807 Tell 19...
0.000000516 c0:47:0e:0e )  Broadcast ARP 60 Who has 192.168.5.17 Tell 192....

0.000000589 VMware_aa:6 B c047:0e0e ARP 60 192.168.5.80 is at 00:0c:29:aa:6...
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Capture Tab

To start a live capture of data from an interface on your Network Analyzer server, select a Network
Interface and Duration from the drop-downs then click Start Capture.

Wireshark

Capture packets on a selected network interface.

[E) Overview (@ Capture History O Ring Buffer

Network Interface Duration

Select a Network Interfa Select a Duration

To stop the capture prior to the end of the chosen Duration, click Stop Capture. Once it stops, the
capture will appear in Capture History, and be reflected in the Overview tab.

Wireshark

Capture packets on a selected network interface.

B overview @ Ring Buffer (@ Capture History

Duration

1 Minute

Latest Capture: 95 ©

Interface Scan ID Status

ens160 Running

Started Finished Filename ®

2025-09-19 08:19:31 temp_2025-09-19_13-19-31.pcap
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Ring Buffer Tab

Creating and Activating the Ring Buffer

The Ring Buffer capability enables you to store Wireshark capture data across multiple smaller files,
automatically overwriting the oldest capture file when either a maximum number of files or a specific
file size is reached. This allows for long-term network monitoring without exhausting disk space. To
enable Ring Buffer, click the + Create a Ring Buffer button:

Wireshark

twork interface.

&) Capture [ ture History

+ Create a Ring Buffer

Next, configure the Ring Buffer settings, defining whether any or only certain Network Interfaces
should employ it, the maximum Number of Files and maximum File Size, the storage Directory
(should you wish to change it from the default), and a base File Name:

Create A Ring Buffer

Fill in the details to start the ring buffer capture
Network Interfaces

ens160

Number of Files

10

File Size (KB)

2048

Directory

File Name

ringbuffer_capture
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Once you click Create, the details of yo

ur ring buffer settings will populate to the Ring Buffer page,

and the ring buffer will automatically activate.

Wireshark

Capture packets on a selected network interface.

[ Capture History

Interfaces

File Size

Directory

ens160 fusr/local/wireshark...

Ring Buffer Size

2048 KB 20480 KB

Editing Ring Buffer Settings

To adjust your ring buffer settings, click the edit icon on the upper right: .il

Viewing the Latest Time period

To view capture data from the latest time period, click the eye icon on the upper right: |

You can then click through on each event in the table to view further details as a text summary or raw
JSON, or download a PCAP with the Download button on the upper right.

Ring Buffer

Time Period: 2025-09-19 08:04:45 - 2025-09-19 08:09:39

Search

Time & Source & Destination &

10.000000000 192.168.104.3 0 239255255250

% View 10

Length & Info ¢

536 NOTIFY * HTTP/1.1

0.000116522 192.168.104.8 B  239.255.255.250

0.024300364 bc24:11:52:9f:0f (o O v 5

www.nagios.com

Nagios

532 MNOTIFY * HTTP/1.1

‘Who has 192.168.0.287 Tell 19...
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De-activating the Ring Buffer
To stop the ring buffer, click the Stop button on the upper left.

After de-activation, it will become Start button which you can click to re-activate it. Inactive

Important Note: If you stop, then re-activate the ring buffer, previous ring buffer file will be cleared and
a new capture cycle will begin.

Capture History Tab

Here you can view and download pcap files of completed captures, scan completed captures with
Suricata, and import pcap files for Wireshark analysis.

Viewing Capture Details

To view capture details, click the eye icon on the entry you wish to review to be brought to the Capture
Summary page.

File Name < Interface <

Jusrflocal/wireshark,/temp_2025-09-04_19-04-25.pcap ens160
Jusr/local/wireshark/temp_2025-09-04_18-53-39.pcap ens160

Jusr/local/wireshark/temp_2025-09-04_18-34-21.pcap nflog

1of1

Downloading pcap Files

To download a pcap file of a capture, click the Actions icon on the
far right, and select Download pcap.

End Time <

2025-10-24 15.01:05 E
2025-10-24 07:01:C LiamooNI02d pcap

4%  Scan With Suricata

www.nagios.com Page 7 of 11

N a g i o s Copyright © 2025 Nagios Enterprises, LLC. All rights reserved.

Trademarks are the property of their respective owner.




How To Use Wireshark With Nagios Network Analyzer
2026

Scanning Pcap files with Suricata:

To scan a Wireshark-generated Pcap file in Suricata, click the Actions icon and select Scan with
Suricata.

End Time C

2025-09-08 12:08:52

2025-09-08 12:05:3'_ Download pcap

42 Scan With Suricata

The results of the scan will be available for review in the Data tab of the Suricata section. Simply
choose the migrated log file from the Select Log File dropdown to see the results:

u Network Analyzer M  Suricata ctrl K ® System Status

88 Dashboards

& Flow Sources Suricata

Groups View and configure your Suricata instance

Reports
B Overview © Alerts [@ Data 28 Modify Rules = Manage Rulesets

© Alerting

D Wireshark Select log file:
3 S PCAP
. temp_2025-12-10_20-21-56,json W o®

@& Nmap

8
Search... Search % View 1of18 > »

® Help

. i Interface < Time < FlowID < Event Type < Source IP < Source Port < Destination
O Administration

null 2025-12-10 14:21:57.00...  1442881350695243  alert 1921680.10 [ 55894 224.0.0.252

null 2025-12-10 14:21:57.00...  1411024138938561 alert 192168010 [ 5353 224.0.0.251

www.nagios.com Page 8 of 11

N a g i o s® Copyright © 2025 Nagios Enterprises, LLC. All rights reserved.

Trademarks are the property of their respective owner.


https://assets.nagios.com/downloads/nagios-network-analyzer/docs/Using-Suricata-with-Nagios-Network-Analyzer-2026.pdf

How To Use Wireshark With Nagios Network Analyzer

2026

Importing pcap Files
To import pcap files for analysis in Wireshark, click the Import PCAP File button.
Wireshark

Capture packets on a selected network interface.

B Overview & Capture O Ring Buffer

Capture History

Search...

Deleting Captures

To delete an entry in your capture history, click the Actions icon on the far right of the entry and select
Delete.

10f1

End Time ¢

2025-09-04 14:05:51 E

¢
2025-09-04 13+ Download pcap

2025-09-04 13::
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Installation Commands

Be sure to use the commands that match your Network Analyzer server OS (in the Ul, the commands

are automatically based on your 0S). Note that some commands span multiple lines, and include a \
(line continuation character). For best results, copy and paste the entire batch of commands at once

into your terminal.

RHEL | CentOS | Oracle

sudo yum install wireshark-cli -y

sudo mkdir -p /usr/local/wireshark

sudo mkdir -p /usr/local/wireshark/ringbuffer
sudo chown -R nna:nnacmd /usr/local/wireshark
sudo chmod -R 0775 /usr/local/wireshark

sudo chmod -R g+s /usr/local/wireshark

sudo groupadd -f wireshark

sudo usermod -a -G wireshark nna

sudo usermod -a -G wireshark apache

Debian | Ubuntu

printf "wireshark-common wireshark-common/install-setuid boolean \
true" | sudo debconf-set-selections

sudo DEBIAN_FRONTEND=noninteractive apt-get install tshark -y
sudo mkdir -p /usr/local/wireshark

sudo mkdir -p /usr/local/wireshark/ringbuffer

sudo chown -R nna:nnacmd /usr/local/wireshark

sudo chmod -R 0775 /usr/local/wireshark

sudo chmod -R g+s /usr/local/wireshark

sudo groupadd -f wireshark

sudo usermod -a -G wireshark nna

sudo usermod -a -G wireshark www-data
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Finishing Up

This completes the documentation on using Wireshark with Nagios Network Analyzer 2026. If you
have additional questions or other support-related questions, please visit us at our Nagios Support
Forum, Nagios Knowledge Base, or Nagios Library:

Visit Nagios Support Forum Visit Nagios Knowledge Base Visit Nagios Library
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