Managing Users and Roles in Fusion 2026R2

Purpose

This document describes how to manage Users and Roles in Nagios Fusion 2026R2. It covers both
individual user management, as well as providing details on defining Roles for templated access
control.

Finding the Users Menu

To begin navigate to Administration > User Management > Users in the lefthand menu.

%3 Nagios Fusion [0 Administration > Users > Manage

User Management

Add and edit users on this system

Administration

Settings

User Management ~ Search.. Search

Users Username ¢ Email £

Roles nagiosadmin address@awesomecompany.tld

AD/LDAP ) A
hprotagonist hiro@awesomecompany.tld

Managing Users

To manage Fusion users to control individual access to the application, navigate to Users > User
Management.

Creating a User
To create a user, click the +Add User button:

User Management

Add and edit users on this system + Add User + Add Users from LDAP/AD

Search... Search 2% View 10 10f1

Username & Email ¢ Roles & Account Type ¢

nagiosadmin address@awesomecompany.tld ( ® Admin ) Local
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Next, enter the user details:

e Username

e Email

e Theme

e Language
e Roles

o LDAP/AD Authentication toggle (documentation pending)
e Password

Add User

Cre a er here. Click submit wh ou are done.
Username Email

new-user new-user@awesomecompany.

Theme Language

System English

Roles

Everyone

@ LDAP/ AD Authentication
Password

When finished, click Submit to create your user, and they will appear in the list:

User Management
Search 2% View 10

Username Email ¢ Account Type &

nagiosadmin address@awesomecompany.tld ( in ) Local

new-user new-user@awesomecompany.tld
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Editing and Deleting Users

To edit or delete and existing user, click the Actions icon on the far right of their listing, then choose
your option from dropdown:

User Management

Add and edit users on this system + Add User + Add Users from LDAP/AD

Search... Search % View 10

Username Email ¢ Roles < Account Type ¢

nagiosadmin address@awesomecompany.tld ('® Admin ) Local E

/ Edit

[ Delete

new-user new-user@awesomecompany.tld (@ Everyone ! Local

1of1

Resetting User Passwords from the Command Line
If necessary, user passwords can be reset from the command line with a built-in script.

To use the script to reset the nagiosadmin user password, run the following commands as root:

cd /usr/local/fusion/scripts
./reset-admin-password.sh

The script assumes nagiosadmin, but you can specify other users by modifying the second command
like this, replacing otheruser with their username:

./reset-admin-password.sh --user otheruser

Or, you can simply run the command without the --user option, and enter the target username when
prompted.
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Managing Roles

To manage Fusion Roles to define permissions presets which can be applied to users, navigate to
Administration > User Management > Roles.

Creating a role
To create a new role, click the + Add Role button:

Roles

Add and edit roles on this system + Add Role

Search... Search 1of1

Label ¢ Users ¢

(@ Admin ) nagiosadmin

('® Everyone ) new-user

Choose your Display options:

& Display (®Read-Only) > Display

£ Permissions

2 Manage Members & Display

Label

Read-Only

Color

S LA
T

Description

Users who can only view data.

30/100 characters
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Next, define your access and control settings in Permissions, starting with System Permissions:

& Display ‘"]Tmn[y.‘ > Permissions

£ Permissions

2\ Manage Members 24 APl Access

Give everyone with this role access to the external Fusion API

i@B System Permissions All Create View Update Delete

Dashboards
If empty users only have access to their own.
Views

If empty users only have access to their own.

Servers

Control access to all fused

Note that for Dashboards and Views permissions, if the fields are left empty, the user will only be able
to carry out the function on their own dashboards or views. The one exception is Create: if this is not
selected, the user will not have access to the feature. The above example would give the user full
access to create, view, update, and delete only their own Dashboards and Views.

In the Server Permissions section, define which fused servers the role should have visibility of and
control over.

g Server Permissions

XI-MAIN

Note that any fused Nagios XI servers a user with the Role has View access to will be eligible for
automatic login.

N a g i o s Copyright © 2026 Nagios Enterprises, LLC. All rights reserved. Page 5 of 9

Trademarks are the property of their respective owner. www.nagios.com



http://www.nagios.com/

Managing Users and Roles in Fusion 2026R2

Finally, add users to the role in the Manage Members section:

& Display (®Read-Only ) > Manage Members
£ Permissions

2 Manage Members

) Manage Members
+ Add Members

read-only viewer@awesomecompany.tld

Save & Close

When finished, click the Save & Close button. Your new Role will now appear in the list:
Roles

Add and edit roles on this system + Add Role

Search

Users ¢

nagiosadmin

(o Evarynne) akurosawa  wgibson

( ® Read-Only ) read-only
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Editing and Deleting Roles

To edit or delete Roles, click the Actions icon on the far right of their listing, then choose your option
from dropdown:

Roles

Add and edit roles on this system

Users ¢

nagiosadmin
akurosawa  wgibson

( ® Read-Only ) read-only

Managing Auto-Login

When a user has View access on a fused Nagios Xl server, the option to set up automatic login
becomes available. This setting can be found in the user's Profile when logged in under their
username.

Once Auto-Login is enabled, you'll be brought immediately to the Home page of the enabled XI
servers when you click their entry in the URL column of the Fused Servers > Manage Servers menu,
and to the status detail page for the target object when you click the View in Xl button in the Fused
Servers > View Objects menu.

Auto-Login will also provide immediate
access to the Home page of enabled XI
servers via the Servers dropdown on the
upper right of the user interface:

_ Servers -~ _ System

(%) NLs-A
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Enabling Auto-Login

To begin, click your username on the bottom left, and choose Profile:

S Profile

Next, navigate to the Auto-Login section. Here you'll see all of the Nagios Xl servers your user has
View access to.

Enter your Nagios XI username and password for the target server, then click Save. When Save is
clicked, the credentials will be tested to verify they are valid, and an error will be produced if they are
not.

® Personal Information Profile > Auto-Login
& Display

O security -] Auto-Login

-] Auto-Login Store Nagios Xl credentials to sign in to fused servers automatically. Credentials are saved per
server and only used for your account.

XI-Main
Username

wgibson

Password

N a io s Copyright © 2026 Nagios Enterprises, LLC. All rights reserved. Page 8 of 9
— g Trademarks are the property of their respective owner. www.nagios.com



http://www.nagios.com/

Managing Users and Roles in Fusion 2026R2

Disabling Auto-Login

If you wish to disable Auto-Login after activating it, navigate to the target Xl server in the Auto-Login
section and click Disable Auto-Login.

Password

Disable Auto-login

When Auto-Login is disabled for an Xl server, the saved credentials will be cleared. It will be necessary
to re-enter them if you wish to later re-enable the feature.

Finishing Up

This completes the documentation on Managing Users and Roles in Nagios Fusion 2026R2. If you
have additional questions or other support-related questions, please visit the Nagios Support Forum,
Nagios Documentation Hub, or Nagios Library:

Visit Nagios Support Forum Visit Documentation Hub Visit Nagios Library
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