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How to Configure Single Sign-On (SSO) in Nagios XI 

Purpose 
This document guides Nagios XI administrators through configuring Single-Sign-On (SSO) with 
Microsoft Azure Active Directory (AAD) for their Nagios XI users.  

Requirements 

• Nagios XI 2024R2 or later  

o Nagios XI Administrator Account 

o PHP 7.2+ 

o TLS/SSL enabled – Configure TLS/SSL for Nagios XI 

You MUST configure TLS/SSL for Nagios XI before using SSO. If you do not, you will 
expose your credentials to anyone who intercepts your packets! 

• Active maintenance benefits: SSO is one of Nagios XI’s Premium features, so requires active 
support and maintenance benefits to function. For questions about renewing your benefits if 
they have lapsed, please email sales@nagios.com so we can assist you further.  

• Azure Active Directory (AAD) 

o Global Administrator account for your AAD tenant 

• Important note regarding scale between versions 2024R2 and 2026R1.0.2: Internal testing 
and client experience has shown success loading environments with up to around 1,000 AD 
entries.  

Past this number, and depending on a variety of factors such as bandwidth, network 
connectivity and reliability, and the number of fields in each AD entry, the SSO component may 
not load properly. Testing with your specific AAD setup is the best way to determine 
functionality within the context of your unique environment. 

This issue is fixed as of 2026R1.0.2. 

Contents 
1. Configure Your Azure AD Registration for SSO 

2. Add Your Tenant to Nagios XI 

3. Import/Configure Users 

4. Login Methods  

5. Logging in to Nagios XI with SSO through Azure AD  

http://www.nagios.com/
https://assets.nagios.com/downloads/nagiosxi/docs/Configuring-SSL-TLS-with-Nagios-XI-2024.pdf
mailto:sales@nagios.com
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How to Configure Single Sign-On (SSO) in Nagios XI 

Configure Your Azure AD Registration for SSO 
1. Log in to the Azure Portal and navigate to Microsoft Entra ID. 

2. You can either select +Add > App registration from the Overview page, or navigate to 

Microsoft Entra ID > Manage > App Registrations, then click + New registration. 

http://www.nagios.com/
https://aka.ms/azureportal
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How to Configure Single Sign-On (SSO) in Nagios XI 

3. Select Accounts in this organizational directory only (<my_tenant_name> only - Single 
tenant). Currently, Nagios XI only supports single-tenant SSO. If you need to use SSO with 
multiple tenants, these tenants must be added separately. 

4. Copy the callback URL from Nagios XI by navigating to Admin > Users > External Sign-On 
(SSO) 

http://www.nagios.com/
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How to Configure Single Sign-On (SSO) in Nagios XI 

5. Paste the callback URL in the Redirect URI section of your application registration. Select Web 
from the drop-down menu and click Register. 

Set Your App Registration’s API Permissions 

1. Navigate to App Registrations > your app registration’s API permissions tab and select Add a 
permission. 

http://www.nagios.com/
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How to Configure Single Sign-On (SSO) in Nagios XI 

1. There are two application permissions that will need to be added to configure SSO. To import: 

a. Individual users: Microsoft Graph > Application permissions > User > 
User.ReadBasic.All  

b. Groups: Microsoft Graph > Application permissions > Group > Group.Read.All 

2. Select Grant admin consent for <my_tenant_name>. 

3.  A green checkmark will appear in the right column confirming the selection. 

http://www.nagios.com/


 

 

 Copyright © 2026 Nagios Enterprises, LLC. All rights reserved. Page 6 of 14 

 Trademarks are the property of their respective owner. www.nagios.com 

How to Configure Single Sign-On (SSO) in Nagios XI 

Add Your Tenant to Nagios XI 
1. In Nagios XI, navigate to Admin > Users > External Sign-On (SSO) > Add Tenant. 

2. The Application Registration Details screen will appear. You will need to copy your Client ID, 
Tenant ID, and Client Secret from Azure. 

http://www.nagios.com/
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How to Configure Single Sign-On (SSO) in Nagios XI 

3. In Azure, navigate to Overview > Essentials and copy the Application (client) ID and Directory 
(tenant) ID. Paste these into their respective fields in the Application Registration Details in 
Nagios XI. 

4. Navigate to Certificates & secrets > New client secret. 

  

http://www.nagios.com/
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How to Configure Single Sign-On (SSO) in Nagios XI 

5. Be sure to copy the Value of your client secret, not the Secret ID. Paste it into its respective 
field in the Application Registration Details in Nagios XI. 

Note that upon navigating away, you will no longer be able to read or copy your client secret, so 
be sure to store it in a secure place. 

6. After you have copied and pasted these values into the Application Registration Details form 
in Nagios XI, click Submit. 

http://www.nagios.com/
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How to Configure Single Sign-On (SSO) in Nagios XI 

Import/Configure Users via Groups 
Navigate to Admin > Users > External Sign-On (SSO). Select Import/Manage Users, then Group-
Based Selection. Next, select the groups you would like to configure. 

 

Configure either a single shared account for your group’s users to share or create a Nagios XI account 
for each AAD user with Individual mode. 

http://www.nagios.com/
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How to Configure Single Sign-On (SSO) in Nagios XI 

If you are configuring multiple groups in shared mode simultaneously, you will have the option to 
choose whether you want all the groups to share a single account or for each group to have their own 
account to share between that group’s users. 

If you create individual XI users for each AAD user, Nagios XI will dynamically name the users and 
assign emails based on the AAD user’s name following the convention created in the name field. A 
preview of what the users’ XI usernames will look like can be seen below the name field. 

At the bottom of the group configuration form, you will see your configured groups. You can 
unconfigure these groups by hovering and clicking the trash icon.  

http://www.nagios.com/
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How to Configure Single Sign-On (SSO) in Nagios XI 

Import/Configure Individual Users 
In the Import/Manage Users form, navigate to Individual Configuration. 

You can customize the naming convention for new users under New User Naming Convention. 

If any users have been configured individually, you can delete them with the Clear All Individual Users 
button. 

AAD Users available to be assigned to Nagios XI users are listed on the left under AAD User.  

  

http://www.nagios.com/
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How to Configure Single Sign-On (SSO) in Nagios XI 

Under Associated XI User for SSO, you can select which Nagios XI accounts each Azure AD user can 
log in to through Azure. 

• No User indicates that the AAD User will not be assigned to a user in Nagios XI and thus will 
not be able to log in to Nagios XI with that AAD User.  

• New User: username will create a new Nagios XI user with the given username and that AAD 
User’s email. Upon selecting this option, you will be able to configure the various user settings 
to the right. In the screenshot below, this option is displayed as “New User: dev test”. 

o As with the users XI Admins – anzel and XI Admins – JS Testing in the screenshot 
below, users created with this SSO integration will have their usernames prepended with 
the name of your AAD App Registration. 

• Selecting an existing Nagios XI user’s Username will assign the given AAD account to the 
specified existing Nagios XI user. These XI users will be able to log in to Nagios XI via their 
Username/Password or via SSO by logging in with the Microsoft AAD credentials of the given 
AAD user. 

Newly created users can have their account settings configured in the given drop-down menus. 

• The drop-down menus in the table header will apply settings to all newly created users. 

• The drop-down menus to the right of AAD users assigned to create new XI user accounts will 
only modify the setting for that specific Nagios XI user. 

http://www.nagios.com/
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How to Configure Single Sign-On (SSO) in Nagios XI 

When you are satisfied with your configuration, click Import/Save Users. 

Save your configuration changes by clicking the configure button. 

Important Note: Searching and pagination actions will cause unsaved changes to be lost. 

Login Methods 
There are three options for login methods using Azure AD: 

• Single Sign-on – Single Sign-on will only make the user log in once and so long as Microsoft 
continues to recognize them as logged in on their browser, they can log back in to Nagios XI by 
clicking the Sign in with Microsoft button on the login screen.  

• Select AAD Account – Upon selecting the Sign in with Microsoft button, Select AAD Account 
will present the user with a list of their previously used logins with Microsoft and if they need to 
log in, it will present them with a password prompt. 

• Full AAD Login – This will force the user to enter their Microsoft email and password to log in. 

  

http://www.nagios.com/
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How to Configure Single Sign-On (SSO) in Nagios XI 

Logging in to Nagios XI with SSO through Azure AD 
Once configured, you will be able to log in to Nagios XI via SSO using the Sign in with Microsoft 
button on the Nagios XI login screen. 

You will then be redirected to Microsoft to log in. Upon logging in, if your login is verified, you will be 
automatically logged in to Nagios XI. 

Important Security Policy Note:  

Depending on your Azure security policies, the first sign-in to Nagios XI through Azure may require 
additional administrator consent before users are allowed to proceed. Admin consent requests can 
be reviewed and approved in: 

Enterprise Applications > Activity > Admin consent requests 

Finishing Up 
This completes the documentation on configuring Single Sign-On with Microsoft Azure Active 
Directory (AAD) for Nagios XI. If you have additional questions or other support-related questions, 
please visit the Nagios Support Forum, Nagios Documentation Hub, or Nagios Library: 

Visit Nagios Support Forum Visit Documentation Hub Visit Nagios Library 

http://www.nagios.com/
https://support.nagios.com/forum/
https://library.nagios.com/docs
https://library.nagios.com/

