The Industry Standard In Infrastructure Monitoring

WECILEPARY Enabling The NRPE Listener In NSClient++ 0.3.x

Purpose

This document describes how to enable and configure the NRPE Listener in NSClient++ 0.3.x

for Nagios Xl on a remote windows machine. The NRPE listener allows the Nagios Xl server

to perform more advanced and customized monitoring methods using check nrpe

(compared to requests using check nt).

Some reasons you may want to use check_nrpe instead of check nt are:
* The built in CPU / memory / disk checks are more flexible and customizable

* The CheckExternalScripts module can execute various user written script (VB / BAT / EXE / Perl /

Python / PowerShell)
* Uses SSL

Target Audience

This document is intended for use by Nagios XI Administrators that want to enable NRPE in NSClient++.

Requirements
* Arunning Nagios Xl server
* NSClient++ 0.3.x installed on the Windows Client as per this documentation:

o Installing The Windows Agent NSClient++ for Nagios Xl

Note: This document is for version 0.3.x of NSClient++. For version 0.4.x of NSClient++ see:
Enabling the NRPE Listener in NSClient 0.4.x for Nagios Xl

The following documentation explains how the configuration file works in NSClient++ and may also be helpful:

Configuring The Windows Agent NSClient++ for Nagios Xl
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Edit NSClient++ Configuration File

Log onto your remote windows machine as an administrator.

The configuration file in NSClient++ 0.3.x is called NSC. ini and is located here:

C:\Program Files\NSClient++\NSC.ini
Open the configuration file NSC. ini in a text editor for editing (like Notepad).

Note: In the following steps, the setting you are asked to edit or add may already be there with a semi-colon

(;) at the beginning of the line. Removing the semi-colon will enable the setting.

Under the [modules] section add the following lines:
NRPEListener.dll

CheckExternalScripts.dll

Here is an example on what it should look like:
[modules]
NRPEListener.dll
NSClientListener.dll
FileLogger.dll
CheckSystem.dll
CheckDisk.dl1l
CheckEventLog.dll
CheckHelpers.dll
CheckExternalScripts.dll

Under the [NRPE] section configure the following lines:
allow arguments=1

allow nasty meta chars=1
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Under the [External Script] section configure the following lines:
allow arguments=1

allow nasty meta chars=1

What does allow arguments and allow nasty meta chars do?

* allow arguments

© This allows you send options in the check_nrpe command, it allows for flexible monitoring

configurations

* allow nasty meta chars

© This allows the “&><'"\[] {} characters to be used in the arguments

Save your changes to NSC. ini and close the file.

Restarting The NSClient++ Service

NSClient must now be restarted. In the Windows open the Services console under Administrative Tools. If

you cannot locate this, use services.msc to open the Services console.

Locate the NSClient++ service. %Network Stare Inte... This servic,.,  Started Automatic Local Service
5 ESClient++ (x64) Maonikoting ... I Shark Local Systern
%nxlog This servic,..  Startec Stop Local System
'-;E};Performance Count... Enablesre... Pause Local Service

. . . . i i
Right click the NSClient++ service and select Restart. ﬁi;j;”;“jg;imgs S = pan
@Pnp-x IP Bus Enum...  The PRP-% ... Local System
%Portable Device En... Enforces q... &ll Tasks P | Local System
. ” %Power Manages p.., Startec | Local System
You can close the Services console as it's no longer ;‘:&Print Spooler Loads files ... Startec & Local System
i '-;%Problem Reports an... This servic, .. Propetties Local System
req ul red . '-&%Pmtected Storage Provides pr... ~— | Localgystem
'-;%Remote Access Aok, Createsa .., Help— Local Syskerm
'-;%Remote Access Co.,.  Manages di... Manual Local System
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Testing On The Nagios Xl Server

Log in as root to the Nagios XI Server and enter the following:

cd /usr/local/nagios/libexec/

./check_nrpe -H [IP of the windows system]

You now should see the I seem to be doing fine...

output, verifying the test is successful.

Additional Resources
The following documents demonstrate the different ways that NRPE can be utilized.

* |ntegrating Autolt With Nagios Xl

* Checking For Windows Updates With Nagios Xl

* Monitoring Performance Counters in Nagios Using NSClient++

*  Windows Memory Usage — Physical

* How to Restart A Windows Service With NRPE

* Using Scripts / Plugins With NSClient++

* Knowledgebase Check Library

Finishing Up
This completes the documentation on enabling the NRPE listener in NSClient++ 0.3.x.
If you have additional questions or other support related questions, please visit us at our Nagios Support

Forums:

https://support.nagios.com/forum

The Nagios Support Knowledgebase is also a great support resource:

https://support.nagios.com/kb
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