How to Monitor Microsoft SQL in Nagios XI 2024

Purpose

This document describes how to monitor Microsoft SQL in Nagios XI.

Terminology

MSSQL has several components that require configuration to allow Nagios Xl to monitor it. The steps
that are required differ depending on:

Database engine is running as a Named Instance

o Multiple instances of MSSQL can be installed on the same server but will be listening on
separate network ports (normally dynamic)

o The SQL Server Browser service will provide information about the instances installed
(like the network port) when receiving requests on UDP port 1434

o When using the MSSQL wizards, if you define an instance, you do not provide the port
Database engine is configured to use a specific TCP port

o The default instance of MSSQL commonly runs on TCP port 1433
This or any other instance can be configured to listen on a specific port

o When using the MSSQL wizards, if you define a port, you do not provide the instance
name

Database monitoring user account |
o You need to create a user account in the MSSQL instance to allow Nagios Xl to connect
o This account can use SQL authentication or Windows authentication with MSSQL

o lItis strongly recommended that you don't use the sa or administrator account for this
purpose

Database engine authentication method
o SQL authentication
» |s alocal user account specific to the MSSQL instance
o Windows authentication
= Maps a Windows user account to an internal MSSQL user
Windows firewall rules to allow inbound traffic
o The MSSQL server will need firewall rules to allow the incoming network traffic
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Create Monitoring User Account

The best practice for monitoring is to create a user account in the MSSQL instance that will be used
by Nagios Xl to connect. Even when using Windows Authentication, you will need to create an
account in MSSQL that is linked to this account. It is advisable that your Windows or MSSQL account
is not allowed to expire, otherwise this will cause monitoring issues when it eventually does expire.

1. Onyour MSSQL server, open SQL
Server Management Studio and
connect to your instance as a user Connect~ ¥ ¥ Y ¢
with administrative rights.

Object Explorer * 1 X

- i% MSSQLOT (SAL Server 13.0.1601.5 - BOX293A¢
+ Databases
- Secunty

2. Expand Security and select Logins.

3. Right click on Logins and select New
Login

4. The Login - New window will appear. : é@w
+ EPveE

Depending on your authentication

method your choices will be slightly . Emdi Filter i
. 4 — B
ditferent: Hl.fdit Start PowerShell
e Windows Authentication - .
¥ erve
e SQL Authentication Windows Reports .
¥ Server Ok

Authentication
¥ Replicatic Refresh

Windows Authentication

1. Select Windows authentication and then click the Search button.

Login name: [l | C Search.. D

. Windows authentication
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2. You will need to use the Locations button to define the scope of the Windows user account.

Select this object type:

Uszer or Built-in security principal biect Types

From this location:
MSSDL[” QICA0NS

Enter th .
= Locations X

Select the location you want to search.

Location:

& MSSALOT
-~ Entire Directory
B £ <253 local

The default scope is the local server, if you want to use a domain account use the Locations
button. In the screenshot you can see the BOX293 . local domain was selected.
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3. Type the name of the account and then click the Check Names button. Your user account
should be found.

Select User, Service Account, or Group X

Select this object type:

Iser or Built-in security principal Object Types...

From this locatiorn:
B0OX293 local Locations. ..

Enter the object name to select [exa

hagios [hagios@B 0293 locall ¢ iéheck Names

Advanced... oK Cancel

4. Click OK to select the account.
5. Inthe New Login screen, you can see the Login name field is now populated. All the required
fields have been populated, click the OK button.

| Lagin - Mew - O X
5;'%# IT Scipt + € Help
K Server Roles
& szer Mapping Login nanme: BOX293\nagios Search...
# Securables = b L '
£ Status (®) Windows authentication
() SOL Server authentication

The VIEW SERVER STATE permission needs to be granted to the new user account.
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6. Right click the server at the top and select New Query.

Object Explorer * 0 X
Connect~ ¥ ¥ ¢ M
- % MSSQLOT (SQL Server 13.0.1601.5 - BOX2934Aq
+ Databases Connect...
- Security Disconnect
+ Logins .
Register...
+ server F Eg|:ar
T Creden: € New Query D
Cryptod
: Auwdﬁtg ] Actiity Monitor

7. You will need to type the following in the query window:

GRANT VIEW SERVER STATE TO "<username>"
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In the screenshot you can see "BOX293\nagios" was provided, it needs to match the Login
you can see in the left pane.

Object Explorer SOLQueny1,sql - MS..Administrator (35))* & X -
T * )* ¢ GRANT VIEW S5ERVER STATE TO "BOX293\nagios
= @ MSSQLOT (SOL Server 13.0.1601.5 - BOX293\Ac
[ Databases
- Security
= Logins

mhe HHMS_PolicyEventProcessinglogin
mie BEMS PolicyTsqlExecutionLoging
BOX293VAdministrator

NT AUTHORITY\SYSTEM

MT Service\M3I30LSERVER

MT SERVICE\ReportServer

MNT SERWVICE\SOLSERVERAGENT

MT SERVICEASOLTELEMETRY

NT SERVICE\SQLWriter B Messages

MNT SERVICE\Winmgmt Command{s) completed successfully.

100 % -

sa
a BOX29%nagios
+ Server Roles

F*LeEeEe Ko Ee Ko Ko Ko

8. Press the F5 key on the keyboard to execute the query. You should receive the message
"Command(s) completed successfully"inthe messages window. You can now close the
query window, when prompted to save changes, click No.

You can now proceed to the Assign Monitoring Account section of this document.
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SQL Authentication
B Login - New — O b
Seloctapage IT Scipt + @) Help
B General
B Server Boles :
& User Mapping Login name: hagios Search
K S b —
I Sf:tﬁ;a = () Windows authentication
SIZ!L Server authertication
Password: SEARRARRRRENAR
Confirm password: Frerorroee

Enforce password policy

@nfume paszsword expiration

1. Provide a Login name.
2. Select SQL Server authentication.
3. Provide a password.
4. Un-check the Enforce password expiration checkbox.
5. Click OK to create the account.
Object Explorer * 3 X
Connect~ ¥ "F ¢ M+
- 8
¥ Datak Connect..,
= Secur Disconnect
- I: Register... _
[ ILogire
G Activity Monitor
M
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The VIEW SERVER STATE permission needs to be granted to the new user account.
6. Right click the server at the top and select New Query.

Object Explorer SQALQueryl.sql - M5 H.master (34 (33))* + X.
CI Y GRANT VIEW SERVER STATE TO nagios

Connect~ ¥ "%
5 @ MSSQLOT\MSSQL_SOL_AUTH (SQL Server 13.C

¥ Databases

Security
- Logins
ax HHMS_PolicyEventProcessinglogin
b HHMS PolicyTsqlExecutionLogint#
BOX 29" Administrator
NT AUTHORITYASYSTEM
NT Service\MSSQLEMSSQL_SQL_AL
NT SERVICE\SQLAgent$MSSQL_SQ
NT SERVICE\SQLTELEMETRY$MSSCL00 % =
MT SERVICENSQLW riter E}i Messages
MT SERWCE"LWiI’lmgmt Commandi{s) completed successfully.
52

nagios

i Server Roles

7. You will need to type the following in the query window:
GRANT VIEW SERVER STATE TO <username>
In the screenshot, you can see nagios was provided, it needs to match the Login you can see in

the left pane.

8. Press the F5 key on the keyboard to execute the query. You should receive the message
"Command(s) completed successfully"inthe messages window. You can now close the
query window, when prompted to save changes, click No.

You can now proceed to the Assign Monitoring Account section of this document.
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Assign Monitoring Account

Now that a monitoring user account has been created it needs to be assigned to the databases you
want to monitor.

Object Explarer v 0 X

Connect~ ¥ Y G o~
5 @ MSSQLOT\MSSAL_SQL_AUTH (SQL Server 13.C

- Databases

B System Databases

[ Database Snapshots

- @ Sample
T Database Diagrams
f Tables
i Wiews
v External Resources
| Synonyms

i Programmability
} Service Broker

| Storage
Security
; Users
+ Role:
il M Sche Filter »

B su

This example will use a database called Sample.

1. Expand Databases > Sample > Security and select Users.
2. Right click Users and select New User.
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The User type will be SQL user with login regardless of which authentication method you have

chosen.

Login name:

©

| e [F] 1

7 Select Login

Select these object types:

Logins

Enter the object names to select [examples):

OK

X

Object Types...

| E E Check Namess

Browse. ..

Cancel Help

3. Provide a Username.
4. For the Login name click the ... button.

5. Type the name of the user and click the Check Names button.
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6. You may be prompted to select the correct user, click the OK button once you have a valid

name.

User type:
SOL user with login W

User name:
nagios
Login name:
nagios

Default schema:

7. Once you have populated these fields click the OK button.

You will now see the user appear in the list of users.

This completes the steps required for creating a user account for monitoring MSSQL.

MSSQL Network Ports And Firewall Rules

If your MSSQL server has the Windows firewall enabled, you will need to create firewall rules to
allow inbound traffic from the Nagios XI server.

If your Nagios XI server and MSSQL server are on separate subnets, the router(s) that connect
these subnets may have firewall rules in place. These router(s) will also need firewall rules to
allow traffic from the Nagios Xl server to the MSSQL server.

If you have multiple MSSQL instances on the same server then you will need to configure these
instances to run on dedicated network ports.

If you do not have the Windows firewall enabled, then this is not required. The SQL Browser
service will inform the Nagios Xl server which port to communicate on

If your Nagios XI server and MSSQL server are on separate subnets, the router(s) connecting
these subnets may have firewall rules in place. If this is the case, then the MSSQL instances
will need to be configured to run on dedicated network ports.

The same applies if you have SQL Express Edition.
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Identify MSSQL Network Port

The first step is to identify the network port the MSSQL server is configured to run on. On your MSSQL
server open the SQL Server Configuration Manager.

E SQL Server Configuration Manager (Local) Protocol Name Ttatus

8 zat EEWHEEMEESL{C . p— W Shared Memory Enabled
5. SQL Server Network Configuration (32bit ‘d Mamed Pipes Disabled

% SAL Native Client 11.0 Cﬂnﬁguratiun (32[
= ' TCP/IP Enabled
v ;]_ SQL Server Network Configuration g ——
2= Protocols for MSSQLSERVER
E.lf Protocols for MSSQL_SQL_AUTH

2= Protocols for MSSQL_SQL_14333
:%é SOL Native Client 11.0 Configuration

1. Select SQL Server Network Configuration and you will see a list of Protocols for the instances
installed on your MSSQL server (this
screenshot has three instances).

TCP/IP Properties ? X
2. Double click on one of the instances and then P
double click on TCP/IP. Protocol  IP Addresses
TCP Dynamic Ports A
TCP Port 1433
8 p7
Active Yes
Enabled Mo
IP Address 12T ELEL
TCP Dynamic Ports
TCP Port 1433
=3 ps
Active Yes
Enabled Mo
IP &ddress fed0::5efe:10.25.7.1%2
TCP Dynamic Ports
EPort 1433
FDynamic Ports
TCP Port
v

PAIl

Cancel Apply Help
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3. Click the IP Addresses tab and scroll down to

) TCP/IP Properties ? X
the IPAIl section.
) Protocol  IP Addresses
4. On the left screenshot you can see the port is . 5 n
1433. TCP Port
B p7
5. On the right screenshot you can see there is Active Yes
no port, however the Dynamic Port field is Enabled ho
IP Address 127.001
populated. TCP Dynamic Ports 0
. TCP Port
To change this to a fixed port: 8 ps
. Active Yes
e Clear the TCP Dynamic Ports field Enabled No
IP Address fed0::5efe:10.25.7.1%62
e Type the port number you want to use in the TCP Dynamic Ports 0
TCP Port field
e Click OK and the restart the SQL Server TC:T““‘"”‘ @
service (under SQL Server Services in the left v
pane) Active
Indicates whether the selected IP Address is active.
Create Firewall Rule —— o

The next step is to create the network firewall rule.
The following example will create a rule for TCP 1433.

ﬁ" Windows Firewall with Advanced Securnty

File Action View Help
o 55 = HE

@ Windows Firewall with Advancd I L

&1 Inbound Rules

Y Outbound Ru

*% Connection Si

. . !
B, Monitoring Filter by Profile

1. Open Windows Administrative Tools > Windows Firewall with Advanced Security
2. In the left pane select Inbound Rules
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3. Right click Inbound Rules and select New Rule

Steps:
Rule Type What type of rule would you like to create?
Protocol and Ports
@ Action () Program
@ Profie Rule that controls connections for a program.
@ MName Foll
Rule that controls connections for a TCP ar UDP port.

Select Port
4. Click Next
Steps:
Rule Type Does this rule apply to TCP or UDP?
Protocol and Ports T CP
@ Action () UDP
@ Prolile
@ MName Does this ule apply to all local ports or specific local ports?
() All local ports
5 pecific local ports:
wample: 80, 443, 5000-5010
5. Select TCP
6. Select Specific local ports and type the port number.
7. Click Next
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8. Select Allow the connection

Steps:
Rule Type

Protocol and Ports

‘Wwhat achon should be taken when a connection matches the speciiied conditions?

Allow the connection

Ach . . .
etan This includes connections that are protected with |Pzec az well az those are not
9. Click Next
Steps:

Rule Type ‘when does thiz rule apply?

Protocol and Ports

Action Domain

Profile Applies when a computer iz connected to its corporate domain.

Mame Private
Applies when a computer iz connected to a private network, location, such as a home
or work place.

Public

Applies when a computer i3 connected to a public network: location.

Make the sure Profile selections meet your requirements

10.Click Next
Steps:

Rule Type

Frotocol and Fo

Actior

Profile Name: :
|FS5I]L TCP 1433

Name
Description [optional):

11.Provide a Name and optionally a description.
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12.Click Finish

Running The Configuration Wizards

This documentation will now explain the configuration wizards. In Nagios XI navigate to Configure >
Configuration Wizards and select the MSSQL wizard of your choice. In the following screenshot, you
can see how the search field allows you to quickly find a wizard.

Magios'

v Configures

Configuration Optians Configuration Wizards - Select a Wizard ; i
w Loatigurslios Tosls shars . e N ——— o g N .

.Hr. dpe Fempiaies 5 - :-E -_‘ = 'l: ' P_‘- - u g

w Advarsced Conliguration
& Core Confip Hanaper
w More Options

™ Hy ACCOUnT SEmings

Step 1 on each of the wizards has the same options, what you select here depends on your MSSQL
instance configuration and firewall settings.

e Address
o This is either the IP address or FQDN DNS record of the MSSQL server
o Avoid using a flat name record like mssq101, use the FQDN like mssqgl01.box293.local
e Instance
o Referencing the instance allows you to connect without defining a port number
o To use the instance name instead of a port:
= The SQL Browser service needs to be running on the MSSQL server
= |f you have the Windows firewall enabled:
e A firewall rule must be created for UDP 1434 to allow the SQL Browser
Service to work
e Each MSSQL instance needs to be configured on a dedicated network port
e A firewall rule must be created for each MSSQL instance running
e Port
o Referencing the port allows you to connect without defining an instance name
o If you have the Windows firewall enabled:
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= Each MSSQL instance needs to be configured on a dedicated network port
= A firewall rule must be created for each MSSQL instance running
e Username
o This is the Windows username or SQL account required to connect, for example:
o Windows authentication
= BOX293\nagios
o SQL authentication
" nagios
e Password
o The password for the username supplied
e Database
o The Database and Query wizards require the name of the database you wish to monitor

MSSQL Server

Address: mssql01.box293.loca

Host Name: MSSQLO1

The name you'd like to have associated with this MSSQL Database

Instance:
Instance name of the MSSQL server.
Port: 1433
Username: nagios
Password: Sesscssscsnsee
Database: Sample

Step 2 on each of the wizards will present a summary of the SQL Server details at the top of the page.

Make sure the Host Name field has a value that easily identifies this MSSQL Server. Each of the
wizards has different metrics that can be measured. The metrics available are clearly explained in the
wizards and hence will not be covered here.

The warning and critical thresholds can be defined as per the Nagios Plugin Development Guidelines,
detailed information on this can be found on the following page:
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https://nagios-plugins.org/doc/guidelines.htmI#THRESHOLDFORMAT

Once you've finished selecting all the items you wish to monitor click Next and then complete the
wizard by choosing the required options in Step 3 - Step 5.

To finish up, click on Finish in the final step of the wizard. This will create new hosts and services and
begin monitoring.

Once the wizard applies the configuration, click the View status details for link to see the new host
and services that were created. Here are some examples from the different wizards:

MSSQL Database:
| Host | Bervice | stanms || Dwration | Attempt | Last Check | Status Information
= Ok an m 31a 175 2017-08-0% 137944 OFC Active Tramsackans is 0.0
rr Ok 2N 89m 25 173 0170802 13:30:13 Okl Teme to comnecd was 0010147094 T266s
A Ol Ih 38m 25 105 F07-08-0% 13:30:28 O Database size is 8192 0KB
S #h Bm 3T 175 MT-08-03 13:30:38 O Log File Lissges s 6.0%
o Ok 2t B Ss 175 20170803 13:31:09  OFC Log Flush YWal Teme s 152.0ma
e I Tm 3T 1% IN7-08-0% 13:31:38 O Log Growhe @ 00
Ok 26 Tm Bs 175 2017-08-02 13:32:07 Ok Log Shrinds is 0.0
< O It B 30a 15 PONT-08-03F 13:32:36 O Lo Truncalicns @ 0.0
- Ok 2 6m 183 175 20170802 13:32:57  OFl Transactions Per Seoond i 0013331 34 50842 sa0
MSSQL Query:
4 Host L Servioe L Stabus | Duratien § Aftempl [ Last Check | Skatus Information
Critbcal 2h 5m iids &0 HA708-03 133234 CRITICAL: Casery result 1470 was hikgher thain querny oritical fineshold 200
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MSSQL Server:
& Hiost L Bervice 4 Staxtus  § Duration | Attempd || Last Chaok L Stabus Wrlcrmea o

Crital Zh Bmda 5% 0170803 13:35.48 CRITICAL : Avermgs VWal Tene ima) s 234 0me
Ok 2h Tm 463 173 20170803 133723 C: Buher Coche Hl Ralo i 100.0%
Ok 2h B 155 175 20170803 13:38:37 St 5 0.0
Ok 2h Tm 108 15 SOV T-08-403 133757 OF: Tme o connac] was O 0035298004158
Crithcal Zh Em 478 s 0170803 13:37:11 CRIMICAL: Datahiase pages are 32060
Ok 2h S Ja4 15 117-00-03 13:30:27 O Deadiccks | Sac is 0 0sac
Ok 2h Sm Ba 175 2017T-08-03 13:39:85 OF0: Lazy Weiles / Bec is 0.0/%8c
¥ ] 18m 444 15 HOVT-00-03 133820 O Lock Regisasts | Sac s 13,1 795663082 et
Ok 2h 4m 205 175 20170803 13:35:43 DR Laock Timeouts f Bec is 0.0/ ec
Ok 2h S 18 175 0170803 1 340:03 DR Lack Wail Tirms () & 234 Oms
Ok 2h Jm 47 115 20170803 1338613 OB Lockemaits / Sec is .0vses
Ok 16 104 115 SONT-OB-03 133845 OF: Page Lookups Pad Second ia 3 48681605304
ik 2h 5m Bs 173 SAVFO808 1338656 CF: Papge Reads / Secis 0.0dsec

Troubleshooting Tips

If you experience problems with the services created by the wizards there are some simple
troubleshooting steps you can follow which are related to the earlier sections in this documentation.

The first step would be to temporarily disable the Windows Firewall on the MSSQL server and see if
the problem stops. If it does, then you know you need to add firewall rules and possibly configure the
MSSAQL instance to listen on a specific port.

There are KB articles that deal with specific issues with monitoring MSSQL in Nagios XI. You can
review them here:

https://support.nagios.com/kb/article/nagios-xi-mssqgl-guery-wizard-invalid-characters-in-the-
username.html

https://support.nagios.com/kb/article/nagios-xi-mssqgl-wizards-adaptive-server-connection-
failed.htm

Other problems may require further troubleshooting via our support forums or through customer
support.
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Finishing Up

This completes the documentation on how to monitor Microsoft SQL in Nagios XI. If you have
additional questions or other support-related questions, please visit us at our Nagios Support Forum,
Nagios Knowledge Base, or Nagios Library:

Visit Nagios Support Forum Visit Nagios Knowledge Base Visit Nagios Library
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