How To Monitor Switches And Routers In Nagios XI 2024

And 2026 (Legacy Wizard)

Purpose

This document describes how to configure monitoring of network switches and routers using the

Legacy Network Switch/Router wizard in Nagios XI 2024 and 2026. This method enables you to scan
the device for interfaces and quickly configure port status and bandwidth monitoring via active SNMP
polling. If your objective is to receive SNMP traps from your network device, please refer to this guide:

How to Use SNMP Traps with NXTI in Nagios Xl 2024 and 2026

Important Note: checks created using this wizard are not compatible with Nagios Mod Gearman
(NMG), so must be run directly by Nagios XI. If you are using NMG, your distribution settings must
ensure the checks are run locally. You can review the guide for more information on NMG Server and
Worker distribution settings: Managing NMG in the Nagios X1 Ul.

Alternately, the updated Switch and Router Wizard can be used to create checks compatible with
NMG in X1 2026R1.4+:

Monitoring Switches and Routers with X1 2026

Finding the Wizard

The Network Switch/Router wizard can be found in the Configure > Configuration Wizards menu. The
search bar will help you quickly locate it.

N a g io (3 Views Dashboards Reports Tools Admin Enterprise

w Configure

28 Configuration Options Configuration Wizards - Select a Wizard

Start monitoring your infrastructure in minutes. Configuration wizards guide you through the process of setting up your devices, servers, applications, services, and more in Nagios XI.
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Monitor a Kubernetes Cluster with NCPA on each cluster machine. Monitor a WatchGuard device.
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Using the Network Switch & Router (Legacy) Wizard

1. In Step 1 of the wizard, you will define the network equipment you'd like to monitor. Enter the IP
Address, the Port (the default SNMP port is 161), and choose the SNMP version of the device.
Enter any relevant credentials such as your SNMP Community String.

. Next choose the Interface Reference Style and Monitoring Schema, and choose whether to
automatically scan the device for interfaces, and if so whether to include administratively
down interfaces in the results.

% Network Switch / Router Configuration Wizard  steps

Router/Switch Information

IP Address (@)

‘ 192.168.14.5

Port (D

‘ 161

SNMPv2c

SNMP Community ()

Commb5tringHere

Monitoring Options

Interface Reference Style (D

‘ Port Number

Monitoring Scheme (@)

<Use Interface Reference Style>

¥ Scan Interfaces ()

¥ Administratively Down Interfaces ()
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3. You'll also notice a Bulk Configuration section at the bottom of Step 1. If you have many
devices with the same port bandwidth and desired alerting thresholds, paste each
configuration as a CSV in the Data space.

Bulk Configuration
If you have many devices with the same port bandwidth and desired alerting thresholds, paste each configuration as a CSV in the space below.

‘ The “IP Address” is required. Optionally, columns for "hostname’, "snmpcommunity”, can be included.

Additionally, with SNMP v3 columns “v3_security_level’, "v3_username”, "v3_auth_password”, "v3_priv_password’, "v3_auth_proto”, andfor

"w3_priv_proto’, can be included.

Field1 (@) Field 2 Field 3

| IP Address || IGNORE H IGNORE

Data

Default Values

Input Rate

Output Rate

Default Port Speed

Finally, choose default Warning and Critical alert thresholds for port Input and Output, and the Default
Port Speed. Click Next to proceed to Step 2.
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In Step 2, choose which ports to monitor, and either keep the default bandwidth alert thresholds or
adjust them as needed on a per-port basis. The checkboxes on the far right of each port determine
whether port status will be monitored on each port.

%y Network Switch / Router Configuration Wizard  swp2

Switch Details
Switch/Router Address

192168145

Specify which services to monitor for the switch or router.

¥ ping @

Bandwidth and Port Status
Select the ports for which you'd like to monitor bandwidth and port status. You may specify an optional port name to be associated with specific ports.

Bandwidth Port Status
-
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¥ Port50 gigabitsthemet2 gigabitethen K s ¥ Ratein Rate Out Rate In Rate Out
‘ A | so0 ‘ | A | soo | ‘ @ | so0 | ‘ @ | soo ‘
igebitethernetd gig Sbps

gi2
¥ Port 51 g3 gigabit Rate Out s
‘ A | 500 ‘ | A | 500 | ‘ © | s00 | ‘ © | s00 ‘ | Mbps |

After making your selections, click Next and then complete the wizard by choosing the required
options in Step 3 — Step 5.

To finish, click on Finish in the last step of the wizard.
This will create new hosts and services and begin monitoring.
Once the wizard applies the configuration, click the View status details for xxxxx link to see the new

host and services that were created.
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The Bandwidth Usage Report

One you're monitoring your network device, you can find daily, weekly, monthly, and annual bandwidth
usage graphs, and daily numerical totals for each port in Reports > Bandwidth Usage Report.

Enterprise a & @ O-

v [ UseOld Graphs | Run * O® Download +

Dashboard - XI VM Health Bandwidth Usage
rt

Cisco Switch - Port 61 Bandwidth
192.168.14.5 - Port 61

Traffic the last Day = Traffic the last Week

SLA Report 9am
SLA Report 10 am

Traffic the last Month Traffic the last Year

ert Heatmap
Alert Cloud

Adding Services to an Existing Switch or Router

Simply re-run the Network Switch/Router wizard on the existing host IP address to re-scan for ports
and add any additional ones, or to make changes to existing ones (for example to modify warning and
critical threshold values). Make sure to use the same Hostname in Step 2 as the existing host, which
will employ the additive property of the wizards, and only select the checkboxes of ports you wish to
add or modify.

Architecture and Troubleshooting

You can learn more about the architecture of the Wizard, and find troubleshooting details, here:

Network Switch and Router Wizard Architecture
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Finishing Up

This completes the documentation on Monitoring Switches and Routers in Nagios X1 2024 and 2026
(Legacy Wizard). If you have additional questions or other support-related questions, please visit the
Nagios Support Forum, Nagios Documentation Hub, or Nagios Library:

Visit Nagios Support Forum Visit Documentation Hub Visit Nagios Library
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