How to Monitor Windows Event Logs Using SNMP Traps

Purpose

This document describes how to monitor Windows Event Logs via SNMP within Nagios Xl using the
eTrap agent from the Nagios Exchange. This allows users to quickly and easily be alerted to real-time
network events and incidents taking place on their network, specifically their Windows machines.

Prerequisites

This document assumes you have the snmptt add-on already running and installed on your Nagios XI
server. If you are not currently processing SNMP traps within Nagios XI please refer to the document
below for instructions on how to integrate SNMP Traps with Nagios XI.

Editing Files

In many steps of this documentation, you will be required to edit files. This documentation will use the
vi text editor. When using the vi editor:

e To make changes press i on the keyboard first to enter insert mode
e Press Esc to exit insert mode
e When you have finished, save the changes in vi by typing :wqg and press Enter

Download eTrap Application

The eTrap agent is a community contribution, and can be found on the Nagios Exchange Site.

You will need to log into your Windows machine as an administrator and download the
etrap_configurator.exe file to your Windows machine.

% User Account Control | |
Install eTrap 'm zjon{::euzlr;;t;ezlltz\\t«':itec;c:::i:'g?prognmfrom an unknown publisher
Double click the etrap_configurator.exe file to begin the Wogenint bk
installation. Publisher: Unknown
File origin: Downloaded from the Intemet
LJ Show details Yes No
You may be prompted by User Account Control for A 7
permission' C|iCk Yes to proceed, Change when these notifications appear
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Warning X/

The installer will detect that the eTrap service is not
installed, click Yes to perform the installation. !

No eTrap service is installed. Do you want to install service first?

Yes No Cancel I

The installation will take no time, and you will be
presented with a message saying it was successful. T X|

Click OK.
0 Install successfully finished

o]

The eTrap application will now open ready to be configured.

ETrap Initial Configuration

When the eTrap application is opened you will be presented with the default configuration on the
Rules tab.

& eTrap V3 _>Q
File  Service  Check forupdate  Developers only  Help
Settings Rules | Test |

Rulename Enbled Add new rule

Move up

Move down

Edit

Remove

Click the Settings tab, here you can add the address of your Nagios Xl server that you want to send
traps to.

You can also see that the Application, Security and System logs have been checked (required).

Click File > Save and restart service after making the required changes and then click OK on the two
success messages.
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& eTrap 3 X|

File  Service  Check forupdate  Developers only  Help

Rules | Test |

SNMP Trap destinations (FADN or IP) Monitored event logs Advanced settings
Ho v! Application [T Send SNMP keep alive traps
> @ HardwareE vents F ol )
= Internet Explorer SARTICH RS2
Key Management Service o
Media Center [~ SNMP rate limit
v! Security Messages per minute: 10
ThinPrint Diagnostics [T Ovenide hostname
Windows PowerShell
indows PowerShel Hodlrigne ]'—

Check service interval (in sec): 2

™ Search updates at start

Expert settings
v =
I~ Debug logging

Now that you have eTrap configured to send to Nagios Xl you can send a test trap to ensure that it
can communicate. Click the Test tab and click the Send button. You will be informed that the
message was successfully sent.

Establish a terminal session to your Nagios Xl server and execute the following command:
tail /var/log/snmptt/snmpttunknown.log -n 20
You should see the following information about the test trap:

Thu Jun 1 13:20:28 2017: Unknown trap (.1.3.6.1.4.1.29037.8.9.0.1) received
from win7-02 at:
Value 0: win7-02

Value 1: 10.25.14.3

Value 2: 0:0:00:29.59

Value 3: .1.3.6.1.4.1.29037.8.9.0.1
Value 4: 16.25.14.3

Value 5: public

Value 6: .1.3.6.1.4.1.29037.8.9
Value 7:

Value 8:
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Value 9:

Value 10:

Ent Value 0: .1.3.6.1.4.1.29037.9.1=win7-02

Ent Value 1: .1.3.6.1.4.1.29037.9.2=WindowsEvent

Ent Value 2: .1.3.6.1.4.1.29037.9.3=1

Ent Value 3: .1.3.6.1.4.1.29037.9.4=2017-6-01,13:20:28.2 Ent Value 4:

.1.3.6.1.4.1.29037.9.5=For Advanced license visit
http://www.smartoservice.com/licenses - TrapEvent:19100:Test message

This confirms that eTrap was able to sent a trap to your Nagios XI server.
The Ent Value @ - 4 entries are what contains the important information,
from the documentation they are:

1:Source — The hostname of the sender host (ex.: winserver.contoso.com)
2:Service — The name of the service the trap is sent (ex.: WindowsEvent)
3:Severity — The severity of the windows event (OK or Critical or Error)
4:TimeStamp — The time stamp of the windows event

5:Info — A concatenated string. (Containing the windows event source, event
ID and event message if Advanced mode is used).

For purposes of clarity, the Ent Value 0 - 4 entries are tied to these in the documentation:

$1 = Ent Value 0@ = 1:Source

$§2 = Ent Value 1 = 2:Service
83 = Ent Value 2 = 3:Severity
S$4 = Ent Value 3 = 4:TimeStamp
$5 = Ent Value 4 = 5:Info

The $1, $2, etc values are how they are referenced in the snmptt configuration, which will be
explained later.

At this point the Nagios Xl server is not doing anything with the trap as snmptt has not been
configured to send the trap to Nagios XI.
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eTrap Rules

Rules are what make eTrap send SNMP Traps to your Nagios Xl server. If you click the Rules tab in
eTrap you can see there is a default Accept All rule. Select it and click the Edit button. You can see
that this rule is basic, it will only send traps for Warning and Error logs in the event logs (Application,
Security and System as this was what was defined on the Settings tab). The following example will
demonstrate how to create a rule that will send a trap when a service is stopped, the Print Spooler
service will be used as an example. Click the Add new rule button and populate the rule as per the
following screenshot on the left. The screenshot to the right shows an example entry of what
information is logged when a service is stopped.

Rule editor x| |4] Event Properties - Event T036, Service Control Manager
Rule name |Setvice Stopped General | Details |
Eventld 7036 ™ Regex
e |The Print Spocler senvice entered the stopped state.
Source Service Control Manager ™ Regex
Message entered the stopped state ™ Regex
Event types W Informational N
e ' Log Name: Systern
W aming T E
rE Source: Service Control Manager Logged: 1/06/2017 1:31:47 PM
ot
- EventID: 1036 Task Category: None
Success audit u
Lewvel: Information Keywords: Classic
Faihse audt
User: N/& Computer: winT-02
Action ACCEPT | OpCode: Info
- Mare Information: Eventlog Online Help
SNMP service name [mas. 10 characters] |smst°p r rmiati VBT I
Caeol_|
Copy Clo

You can see from the rule being created that the event type is Informational. Windows logs a service
stop event as informational, so this needs to be accounted for. The Eventld is defined as well as
Source and Message. The action is ACCEPT and the SNMP service name is svcstop.

Click the OK button to create the rule and then click File > Save and restart service to make the rule
active.

When you manually stop the Print Spooler service you'll see the following logged in
/var/log/snmptt/snmpttunknown.log on your Nagios XI server:

Ent Value 6: .1.3.6.1.4.1.29037.9.1=win7-062

Ent Value 1: .1.3.6.1.4.1.29037.9.2=svcstop

Ent Value 2: .1.3.6.1.4.1.29037.9.3=0

Ent Value 3: .1.3.6.1.4.1.29037.9.4=2017-6-01,13:43:48.6 Ent Value 4:
.1.3.6.1.4.1.29037.9.5=For Advanced license visit
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http://www.smartoservice.com/licenses - Service Control Manager:7036:The
Print Spooler service entered the stopped state.

Additionally, if you manually start the Print Spooler service you'll see that nothing gets logged in

/var/log/snmptt/snmpttunknown.log on your Nagios Xl server, this is because no rule exists
that matches a service start event. Now that the Nagios Xl server is receiving the trap, the next step is
to configure snmptt to send the trap to Nagios XI.

SNMPTT Trap EVENT

An EVENT in the snmptt.conf file is how a trap is sent to Nagios XI. On your Nagios Xl server open the
/etc/snmp/snmptt.conf filein vi using the following command:

vi /etc/snmp/snmptt.conf
Type (or paste) the following lines (it doesn't matter if they are at the top or bottom):

EVENT event .1.3.6.1.4.1.29037.8.9.0.1 "Status Events" CRITICAL

FORMAT Service stopped event: $-* EXEC /usr/local/bin/snmptraphandling.py
"Sr" "SNMP Traps" "Ss" "$@" "$-*" "Service Stopped: $5"

MATCH $2: (svcstop)

All traps come in on the .1.3.6.1.4.1.29037.8.9.0.1 OID. To differentiate between different trap types a
MATCH line is used, which in this case is looking for the value of svcstop in the $2 variable. This
allows the trap to be defined as critical, so it gets sent through to Nagios Xl as a critical state. Save
the snmptt.conf file and restart the snmptt service:

service snmptt restart

Now you can go back to your Windows machine and start / stop the Print Spooler service. You will
notice that this time nothing is logged in the /var/log/snmptt/snmpttunknown.log file, instead it
isloggedin /var/log/snmptt/snmptt.log, it will be a lot of information like:

Thu Jun 1 14:27:51 2017 .1.3.6.1.4.1.29037.8.9.0.1 CRITICAL "Status Events"
win7-02 - Service stopped event: enterprises.29037.9.1 ():win7-02
enterprises.29037.9.2 ():svcstop enterprises.29637.9.3 ():90
enterprises.29037.9.4 ():2017-6-01,14:27:51.0 enterprises.29037.9.5 () :For
Advanced license visit http://www.smartoservice.com/licenses - Service
Control Manager:7036:The Print Spooler service entered the stopped state.
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Open Nagios XI and navigate to Admin > Monitoring Config > Unconfigured Objects.

Home Views Dashboards Reports Configure Tools Help Admin Q @ & nagiosadmin & Logout

A System Information
A Users Unconfigured Objects Q)

A System Config This page shows host and services that check results have been received for, but which have not yet been configured in Nagios
Passive checks may be received by NSCA or NRDP (as defined in your ) or through the direct check submission API

v Monitoring Config
You may delete unneeded host and services or add them to your monitoring configuration through this page. Note that a large amount of persistant unused passive checks can

Config Snapshots result in a performance decrease
Check File Permissions
NRDS.Config.Manag er

Unconfigured Objects
Deadpo nas B Host Service Last Seen Actions
A Check Transfers - 2017-06-01 14:28:02 @
] win7-02
A System Extensions SNMP Traps 2017-06-01 14:28:02 X

A System Backups
With Selected: 3§ &

You will see the trap received for the SNMP Traps service it was sent to. It exists under Unconfigured
Objects because Nagios XI does not yet know about this service. To create it click the play icon to
start the

Unconfigured Passive Object wizard. When the wizard opens click Next and Finish to create the
service.

Once it's created click the View status details for xxxx link to see the new service.

| Host | Service | Status | Duration § Attempt J LastCheck | Status Information

; Pending N/A mn N/A No check results for service yet.

" %

There's nothing to report now as a trap will need to be received before the status updates. Go back to
your Windows machine and start / stop the Print Spooler service. Within a brief time frame the
service should be updated with a critical state:

4 Host { Service § Status [ Duration | Attempt [ Last Check § Status Information

Service Stopped: For Advanced license visit hitp//www.smartoservice.comficenses - Service Control
. Critical 12s mn 2017-06-01 14:45:04 Manager:7036:The Print Spooler service entered the stopped state. / enterprises.29037.9.1 ():win7-02
b enterprises.29037.9.2 ():svcstop enterprises.29037.9.3

You will also notice that if you go back to your Windows machine and start the Print Spooler service
the service will stay in a critical state. This is because eTrap has not been configured to send a trap

when a service has started (and a trap EVENT needs to be defined). The next section will show you

how to do this.
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Service Start Rule / SNMPTT R X
Rule name |Service Statted
EVENT Eventld |7036 ™ Regex
Source ISerw:eComoI Manager I Regex
Create another eTrap rule like the following. . E
essage entered the running state egex
Click the OK button to create the rule and then click
File > Save and restart service to make the rule Event types ; Informetional
. ‘Warnin
active e
[~ Success audit
Add the following EVENT in the Firamas:
/etc/snmp/snmptt.conf file: Acion [acceeT =

SNMP service name (max. 10 characters]  [sycstart

EVENT event
.1.3.6.1.4.1.29037.8.9.0.1 "Status
Events" NORMAL

FORMAT Service started event: S$-*
EXEC /usr/local/bin/snmptraphandling.py "Sr" "SNMP Traps" "Ss" "S@" "S-*"
"Service Started: $5"

MATCH $2: (svcstart)

Save the snmptt.conf file and restart the snmptt service:
service snmptt restart

Go back to your Windows machine and start the Print Spooler service, the SNMP Traps service will
return to an OK state.

4 Host { Service § Status [ Duration || Attempt | LastCheck | Status Information

Service Started: For Advanced license visit hitp/www.smartoservice.com/licenses - Service Control
, Ok 16s mn 2017-06-01 14:59:22 Manager:7036:The Print Spooler service entered the running state. / enterprises.29037.9.1 ():win7-02
’n enterprises.29037.9.2 ():svestart enterprises 29037 9

Now you have a service in Nagios Xl that will receive Windows Event Logs via SNMP traps.
Further Reading

There eTrap program allows you to create more complicated rules, please refer to the official
documentation on this page.
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SNMPTT is extremely powerful, the examples in this documentation only scratch the surface of what
it is capable. You may find the following documentation useful:

SNMP Trap Tutorial

Understanding Trap Variables

SNMPTT Documentation

Configuring Passive Services With Nagios Xl

Finishing Up

This completes the documentation on how to monitor Windows Event Logs via SNMP within Nagios
Xl using the eTrap agent from the Nagios Exchange. If you have additional questions or other
support-related questions, please visit us at our Nagios Support Forum, Nagios Knowledge Base, or
Nagios Library:

Visit Nagios Support Forum Visit Nagios Knowledge Base Visit Nagios Library
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