How To Use NRDP In Nagios XI 2024 And 2026 And In

Nagios Core

Purpose

This document describes how to install, configure, and use the Nagios Remote Data Processor
(NRDP) addon with either Nagios Core or Nagios XI.

About NRDP

NRDP is designed to be a flexible data transport mechanism and processor for Nagios, built on top of
web technologies which are becoming a more popular transport mechanism. It is designed with
simple and powerful architecture that allows it to be easily extended and customized to fit individual
users' needs.
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NRDP has the capability of allowing remote agents, applications, and Nagios instances to submit
commands and host and service check results to a Nagios server. This allows Nagios administrators
to use NRDP to configure distributed monitoring, passive checks, and remote control of their Nagios
instance in a quick and efficient manner.

The capabilities for NRDP can be extended through the development of additional NRDP plugins.

Benefits Over NSCA

The Nagios Service Check Acceptor (NSCA) addon has historically been the addon of choice for
Nagios administrators that need to establish data feeds or passive check transmission between
Nagios installations. The NRDP addon allows administrators to migrate from using NSCA to NRDP

easily.
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NRDP has several benefits over NSCA, including:

e Uses standard ports and web protocols, which means that firewall configuration and client
development is simplified.

e Uses the Apache web server to provide optional SSL encryption and authentication.
e Supports multi-line host and service check output.

e NRDP writes check output directly to the Nagios Core spool directory, by passing the external
command file for increased performance.

How It Works

Submit Request. A remote client submits a request to the NRDP server API. The client needs to
submit:

e Avalid token that has been authorized in the NRDP server config file
e The command it's asking the NRDP server to process.

e Data associated with the command.

Verify
NRDP verifies the token and passes the client's request to the appropriate NRDP plugin.

Process
An NRDP plugin processes the client's request and submits data to Nagios or another application.

Return Result
NRDP returns result information to the client in XML format.
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NRDP In Nagios XI
NRDP is already installed in Nagios XI.

To configure NRDP navigate to Admin > Check Transfers > Inbound Transfers.

® Inbound Check Transfer Settings

NRDP Settings

Authentication Tokens

PUStodBehH

The only configuration setting required is to define Authentication Token(s) on the server. By default, a
randomly generated token is already defined in Nagios XI. You can define as many tokens as you
require. The token is what the client uses to authenticate with NRDP on the Nagios XI server. You can
use the same token on all your clients, or you could define a different token for each client. Defining a
different token for each client allows you to revoke access later by removing the token, but it also
adds an extra level of administration.

NRDP In Nagios Core

The latest version of NRDP can be obtained from GitHub:

https://github.com/NagiosEnterprises/nrdp/releases

To install NDRP please refer to the following KB article, it contains detailed instructions for many
operating systems: nrdp-installing-nrdp-from-source
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Testing The NRDP API

Once you install NRDP, you can test the NRDP server API by accessing http://<ipaddress>/nrdp
Where <ipaddress> is the IP address of your Nagios XI or Nagios Core server.

The API test page will allow you to submit either a command or one or more host and service checks
to Nagios.

Note: You must enter a valid token to use the API. Use a token that you defined in Nagios XI
Inbound Transfers OR in Nagios Core inthe Scfg[ 'authorized_tokens'] array in the
NRDP server config file config.inc.php.

Submit Nagios Command Submit Check Result
Token
token
Use the token you've configured in your config.inc.php file.

XML Check Result ISOM Check Result

<7xml version="1.0"7>
<checkresults>
<checkresult type="host">
<hostname>somehost</hosthname=
<state>0</state>
<output>Everything looks okay! | perfdata=1:</output=>
<fcheckresult >
<checkresult type="service'>
<hostname>somehost</hostname:
<SEervicename >someservice < /servicename >
<state>1</state>
<output>WARNING: Danger Will Robinson! | perfdata=1:</output>
<fcheckresult >
</checkresults=>

In the screenshot above you can see that under Submit Nagios Command, the Token has
been provided and in the Command field the localhost object is being targeted.
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Once you click the Submit Command button the screen will refresh with a result of the command in
XML.

<checkresult type="host" >
<hostname>localhost</hostname >
<state>0</state>
<putput>Everything looks okay! | perfdata=1;</output:=

< fcheckresult >

When you check the status in Nagios XI or Nagios Core you will see that notifications are now
disabled:

Showing 1-1 of 1 total records
Host © Status < Duration 2 Attempt ast Check Status Information

2024-11-29 01:30:31 OK - 127.0.0.1: rta 0.423ms lost 0%

Last Updated: 2024-11-29 01:31:17 Page 1 1 15 Per Page ~ (]

Using The NRDP Client

A basic client is distributed with the NRDP addon. After NRDP is installed, you will find send_
nrdp.php, send_nrdp.py and send_nrdp. sh clients located on your Nagios server at the following
location:

/usr/local/nrdp/clients/

You can distribute this standalone client to remote Linux servers that you want to submit check
results or send commands from. The client you choose to use is entirely up to you, they each provide
the same basic functionality. Detailed examples on how to use each one of these clients can be
found in the following KB article: nrdp-send_nrdp-client

N a g i o s Copyright © 2026 Nagios Enterprises, LLC. All rights reserved. Page 5 of 8

Trademarks are the property of their respective owner. Www.nagios.com



http://www.nagios.com/
https://support.nagios.com/kb/article/nrdp-send_nrdp-client-599.html

How To Use NRDP In Nagios XI 2024 And 2026 And In

Nagios Core

In Nagios Xl you can use the Nagios Remote Data Sender (NRDS) Config Manager to extend the
capabilities of the NRDP client. A summary of NRDS is as follows:

e NRDS allows you to create config files to be distributed to remote clients.
e The clients will process the checks passively at the interval specified when installed.
e Any modifications to the config will be picked up by the clients using that configuration.

e Additionally, any plugins needed by the remote machine will be downloaded every time the
configuration changes.

Edit NRDS Config

Main Config

URL is the NRDP URL on this server. The URL must the client.

VERSION 0

CONFIG_NAME
URL hitp://192.168.0.124/nrdp/

token

Commands

Additional Settings
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Here is an example screenshot of a NRDS config:
nfigurations and aren't norma
PLUGIN_DIR {usr/local/nagios/libexec
SEND_NRDP {usr/local/nrdp/clients/send_nrdp.sh
TMPDIR {usr/local/nrdp/clients/tmp

COMMAND_PREFIX

LOG_FILE

UPDATE_CONFIG

UPDATE_PLUGINS

Please refer to the following documentation for more detailed information on NRDS:
Nagios Xl - Passive Monitoring With NRDS

Finishing Up

This completes the documentation on Using NRDP in Nagios X1 2026. If you have additional
questions or other support-related questions, please visit the Nagios Support Forum, Nagios
Documentation Hub, or Nagios Library:

Visit Nagios Support Forum Visit Documentation Hub Visit Nagios Library

N a g i o s Copyright © 2026 Nagios Enterprises, LLC. All rights reserved. Page 7 of 8

Trademarks are the property of their respective owner. Www.nagios.com



http://www.nagios.com/
https://assets.nagios.com/downloads/nagiosxi/docs/Passive-Monitoring-with-NRDS-2024.pdf
https://support.nagios.com/forum/
https://library.nagios.com/docs
https://library.nagios.com/

How To Use NRDP In Nagios XI 2024 And 2026 And In

Nagios Core

First Heading Only Roboto Bold 18pt — NO Spacing Before

The First Heading Only is typically the Purpose section.

H1 Roboto Bold 18pt — 18pt Spacing Before

H2 Roboto Bold 14pt

H3 Roboto Bold Underlined 12pt
Body Roboto Regular 12pt

Code Roboto Mono Regular 11pt

e Bulleted List Roboto Regular 12pt
1. Numbered List Roboto Regular 12pt
a. Use numbered lists when providing step-by-step instructions for better readability.

Hyperlinks — this style should only be used if the whole line is hyperlinked.

Use the Body style unless the whole line will be hyperlinked. When you link the desired text, Microsoft
Word will turn the text to Nagios Blue and underline it. The Hyperlink style is only to be used if the
whole line is hyperlinked like the installation help links. The Hyperlink style adds 12pts before the
paragraph and turns the text blue.

e Hyperlink outside document Roboto Regular 12pt Nagios Blue Underlined

e Hyperlink to section in document Roboto Regular 12pt Nagios Blue Underlined

Copyright © 2026 Nagios Enterprises, LLC. All rights reserved. Page 8 of 8

Nagios
N a g ' o s Trademarks are the property of their respective owner. www.nagios.com



http://www.nagios.com/
http://www.nagios.com/

