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Purpose

This document describes how to integrate Twilio component with Nagios Xl for notification.

The Twilio SMS component provides outbound SMS notifications from Nagios XI, thereby

increasing the flexibility, reliability and dependability of receiving critical alerts and

notifications.

Target Audience

This document is intended for use by Nagios Administrators who wish to integrate Twilio with Nagios XI to
receive SMS alerts without using an email setup.

Twilio Resources

More information on Twilio products can be found at:

https://www.twilio.com/products

For questions and inquiries regarding Twilio products, please go to:
https://support.twilio.com/

Configure Twilio Account

You must have a Twilio account with a valid Twilio phone number for Programmable SMS. If you do not
already have a number, you can go to Programmable SMS to get started. You can find the account SID and

the authentication token that you will later need for authentication at your Dashboard.
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Configure the Twilio Component

Go to Admin > Manage Components and click the Nagios el T " 4md

. . vs::;:::;:‘:mmm i Twilio SMS Integration
settings icon next to the component. @l ilio

v Users.

On the component settings page, make sure to

=t LDAP/AD Integration
& Notification Management Integration Settings

Set th e fol | OWi n g O pti O n S - v System Config Onee integrated, all monitoring contacts can set up their notification preferences to receive Nagios event notifications via Twilio phone number specified below.

% System Settings
L

Nagios XI and Twilio SMS API.
P,

t setu

[ Enable Integration

Account Authentication Settings

» Check the Enable Integration option

These settings allow Nagios X1 to authenticate agsinst Twilio API for Twilio SMS notifications setup.

* Then provide the following:

The SID of the account.

» Twilio account SID. e e Pemcsirs e —,

incanfigured Objects ; . .
25 SNMP Trap Interface Twilio Phone Number*: | USA (+1)

Deadpool Settings

Tuilia SMS makile numbsr o 2and SHE netfications from,

» Twilio account authentication token.

Test Authentication
HH If specified, a test notification will be sent to this phone number upon applying the settings.
* Twilio SMS ph b
WIIIO one numbper.
Phone Number: | USA(+1) ¥

The phone number to receive the test SHS natification.

< Plugins
age Graph Templates

to send the Nagios Xl notifications from.

Tuilio, Tuiml and Tuile loge s ragistared trademarks of Tuills and/ar izt 2ffiatas. Othar names may be tra

Apply Settings Cancel

demarks of their respactive awners Tuili, Inc

* (Optional) Test number to receive a

v System Backups

Scheduled Backups
Local Backup Archives

test message to.
Click the Apply Settings button to save your settings.
The Twilio SMS component is now available for use by users. Each user that wants to receive SMS alerts

must now enable them. Twilio SMS uses the same preferences as the Mobile Text (SMS) in Notification
Preferences.

N a gl oS Home Views Dashboards Reports Configure Tools Help Admin

w My Account

A ccount Tnformation Notification Methods
Enabling SMS Alerts for Users
Notification methods updated.
w Notification Options

EaCh user that WantS tO recelve S MS a|ertS mUSt enable Metification Prefersnces Specify the methods by which you'd like to receive alert messages.

——— Note:These methods are only used if you have enabled notifications for your account

Notification Messages

. . . . Send Test & Email % Mobile Text (SMS) | Twilio Text (SMS)
them in their account settings. To do this, select the .

() twilio

Twilio SMS Notification Method Settings

click on the Twilio Text (SMS) tab. Receive Alerts via T 515

Receive Nagios XI event notifications via Twilio SMS to the specified mobile phone number.

Notification Methods link in your account settings and

[ Receive Alerts Trimmed

Recsive SMS messages trimmed to = single text segment of 160 characters.

First, please specify and verify your Mobile phone User ot Nt | U5 (+1) » | sone e :

Go to mobile settings to change.
number. You will receive notifications

* Pleass specify the phene numbsr with the country code without any special characters.

to th iS n u m ber once e na bled . Yo u Ca n Change you r *In order to receive event notifications, the mobile phone number must be verfied.

phone number in Mobile Text (SMS) tab.
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Your mobile phone number must be verified in order to check the Receive Alerts via Twilio SMS.

to start receiving notifications.

Click the Update Settings buttons to enable SMS alerts.

Customizing SMS Alert Messages

Each user that receives SMS alerts can choose how the messages should be formatted, and what information

they should contain. Click the Notification Messages link in your account settings and click the Twilio Text

(S M S) ta b . ﬂ ag ios Home  Views  Dashboards  Reports  Configure  Tools  Help  Admin

v My Account

Account Information Notification Messages
Help System
£ Rerun Nagios XI Tour

Users can customize message formats for both host and et sen

Notification Preferences

Use this feature to customize the content of the notification messages you receive.

% Email % Mobile Text (SMS) | Twilio Text (SMS)

Notification Methods

service alert messages they receive. @) twilio

Send Test Notifications

Twilic SMS Message Settings

Specify the format of the SMS messages you want to receive.
NOTE: The maximum length of SMS messages is 160 characters. Messages longer than this imit will be trimmed.

Messages Can Contaln maCrOS that are Substltuted Wlth %host% %type% (%hoststate%) %hostoutput Addr:

“hostaddress% Time: %datetime? Nagios URL: %exiserverurl¥

Host Alert Message

real data when Nagios Xl sends an alert. For more

information on notification macros please refer to the oo sty Cuttater)sostoats

Service Alert Message

following documentation:

Understanding Naqgios XI Notification Variables.

Update Settings Cancel

Finishing Up
This completes the documentation on how to enable Twilio SMS integration. If you have additional questions

or other support related questions, please visit us at our Nagios Support Forums:

https://support.nagios.com/forum

The Nagios Support Knowledgebase is also a great support resource:

https://support.nagios.com/kb

Twilio and Twiml are registered trademarks of Twilio and/or its affiliates. Other names may be trademarks of

their respective owners.
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