Using Nagios as a Security Tool
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MySQL.com Sold for $3k, Serves Malware
(837  scusiy G e today that mysl.com, e Epsilon Hacked, Major Bank, Retailer Customers’

weets | sed Web database software, was hacked and booby-t

malicious software. The disclosure caught my eye becz Ema i I Add resses StO'E“
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evidence that administrative access to mysql.com w . . . . .

: - " Millions of Names and Email Addresses Gained From Major Email
Marketing Firm

underground for just $3,000.
Web security firm Armorize stated in its blog that mysql.com Wi N —

WordPress Servers Hacked At Root Level

Source code exposed, putting passwords for WordPress.com-hosted blogs at risk of being cracked.
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On WedneSday‘ Automattic, which produces the WordPress blogging EDFORD, Mass., June 7 (UPI) -- Computer hackers recently broke into RSA's SecurlD two-factor
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So ny H ac kEd Agai n 3 1 M i I I io n Passwo rds o Rivest, Shamir and Adleman, has acknowledged that the intrusion in

e system's security, CNET Web site reported Tuesday.

Exposed t hacking attacks against the networks of major U.S. military contractors

rommunications and Northrop Grumman.

Hacker group LulzSec releases 150,000 Sony Pictures r

passwords, in latest setback for consumer electronics g N ASA Com p uter H acC ked A S ate I I |te Data
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May 17, 2011 | 6:40 PM ET | By Matt Liebowitz, SecurityNewsDaily Staff Writer
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» It can happen to anyone (even security vendors)
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Do you know if your critical
assets are exposed?

We do.

Qur security test and measurement solutions
continuously identify and prove real-world
exposures to your most critical assets.

LATEST NEWS  VIEWALL

Welcome to Core Security Technologies

Core Security Technologies offers the first and only real-world approach to security testing [3g) Core Security to Address Market Leadership =t
) : : 15 and Technology Innovation at Annual East F
and measurement. By replicating actual threa‘ts across tl.le enterprise, our solutions reveal Coast Emarging Growth and Digal Media |
where and how attacks can access your most important information. Conference
53-8 Core Security Names [T Industry Veteran as

« Getreal visibility. « Getreal validation. « Getreal metrics. FFall New Strategic Marketing Leader
Core Securiy Introduces Gn_'oundbr_enk‘ng _

ADVISORIES & SECURITY UPDATES

SECURITY EXECUTIVES ' PROFESSIONAL SECURITY TESTERS . SMALL & MEDIUM BUSINESSES FROMOURBLOG  VviEWALL
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hello Core Security i like to say your hacked !!!
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you have dozen of priv8 exploits ,but you have been hacked by one fucking pr!v8 ExplO!t !
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Default configurations
Website defacement
Missing patches

DNS redirection
Unused services
Unauthorized use
Many, many more
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» Monitor for defacement

check http —H
www.yoursite.com —s
“sekret”

Checks for “sekret” string

» Check certificate

check http —H
www.mysite.com —C 21

Checks certificate for 21
days of validity

» DDOS alerts
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» Check url for content (version)

e Ex: http://www.adobe.com/software/flash/about/
o Check for string “10.3.183.10”

» Manually update string

» Better way?
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» Auto-discovery

» Check for insecure
services

* Check for previously

- - OO0 1
disabled services
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» LDAP check for account creation

» Syslog output from infrastructure
* Snort alert (snmp)
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» Monitor video cameras
http://bit.ly/bYatjd

» Ideas?
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