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Nagios Interacts with:

» BIA

» Risk Analysis

» Indentify Strategic
» BCP

» Update Planning
» Security Plans

» Capacity Planning
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» Compatibility

» Connectivity

» Modularity

» |T personnel

» Strategic IT-business
» Alignment



operties

» Flexibility of IT
iInfrastructure
describes the degree
to which its resources
are sharable and
reusable and how
rapidly and effectively
the IT organization is
able to respond to
emergent needs or
opportunities
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IT CAPABILITY LEVELS AND GAPS
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» Capability is a
combination of
functionality and
connectivity

» Between Levels and
Gaps



© Strategies,, 4

Re sources
© The Diversity & Flexibility

Alliance can help your firm

or legal department develop

strategies and resources to
support diversity and flexibility.
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» Changing » Large maintenance

Business Process
Information
Infrastructure for business analyst
. Application(s)
» Growin
g Infrastructure for end user
Server(s)
Infrastructure for system manager
Building/Facility a
Utility Provider
Infrastructure Views
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IS the environment e —

» Businesses Process  » Quality of service

» Downtimes
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» Manual Optimizing » Issues management
resources process

~ Issue
Strategy R
‘h_%_} Issue
k ’ I - Identification
Monitor and
. Review

-,
I

=
-
-
LE
Action Steps
H\-\.
e

Issue

Evaluation

’?%ﬁﬁ},ﬁnﬁ #NagiosCon13 11



Nagios XI

Process Management

& Oversight

Remove Inefficiencies

Increase Customer
Satisfaction
[

ll\

Custom Workflow &

Business Process Models

Real Time Execution

Internal & External Views

Automate
Manual &
Inefficent

Processes

Increase Productivity
& Visibility
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» High availability = All
Services 99,99 %
uptime
99.99%

qm UPTIME

» Prevention
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» With more financial applications subject to 24/7
business service level agreements, banks are
working to ensure continuity of IT operations as
well as reduce the cost of the bank’s
operational resiliency strategy
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Nagios Xl delivers a solution to ensure high
availability and centralized management across
the Financial Institutions In numerous
applications and heterogeneous platform
technologies for branch applications, call
centers, payments and trading operations, as
with other core banking system.
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= Eliminate impact of planned downtime such as upgrades and
maintenance operations

» Reduce impact of unplanned downtime with local or remote site
failover capabilities

= Provide improved end-to-end availability across application
dependencies and databases

» Reduce operations costs through a standardized platform for
Unix, Linux, Windows systems
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» A business impact analysis
(BIA) predicts the

con Seq uences Of d | sSru ptl on MISSING .AIIT-:.;T::;;I:IUIF‘.EMENT
of a business function and wey  MEDIUM |
process and gathers GacTos  Swron.  SeTON-
information needed to "

develop recovery strategies. e o e NN
Potential loss scenarios B

should be identified during a <2 Mebium

risk assessment. Operations [N EIEL vEDiuM

may also be interrupted by I

the failure of a supplier of MECTN I

goods or services or delayed <100)

deliveries. There are many
possible scenarios which
should be considered
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usiness Impact Analysis (BIA) n—

/\\

Business

Low

Low /‘

People
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» The BIA should identify the
operational and financial impacts
resulting from the disruption of
business functions and processes.
Impacts to consider include:

- Lost sales and income
> Delayed sales or income

» Increased expenses (e.g., overtime
labor, outsourcing, expediting
costs, etc.)

> Regulatory fines

» Contractual penalties or loss of
contractual bonuses

» Customer dissatisfaction or
defection

> Delay of new business plans
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» A risk assessment is a process to identify potential
hazards and analyze what could happen if a hazard
occurs. A business impact analysis (BIA) is the
process for determining the potential impacts resulting
from the interruption of time sensitive or critical
business processes

sEstimate likelihood
and impact of risks

*Quantitative vs.

qualitative

Risk Risk Analysis

Identification / Assessment

3/

Monitoring & Risk
Review Treatment

( A\ Nagios

J World Conference

#NagiosCon13 20



» Delivery Plans

" Program Yision
* Project Flanning
& Success Metrics

* Implernentalion

" QA/Validation PROGRAM

= User Training
DELIVERY
= Kol Transker
N SYSTEM

roadmap

= Validation strategy
& Risk assessment

® System conliguration

® Intagration with 3" party
systems

* Optimization & Best

Practices
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» With Nagios can identify the

most critical components in
the infrastructure like:

» Monitoring Data Center
Recovery Alternatives

Planning Protection
+ Identification « Backup
+ Fingerprinting « HAFT
* RPOs,RTOsand SLAs set * Replication
: + Continuocus Availability
Business
Continuity
Lifecycle
Management o B
Assurance Optimization
+ Monitoring and Reporting + Cost Managemen t
+ Dynamic DR Plan Changes + Resource
Optimizati
A\ Nagios
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Critical personnel, facilities, computer
systems, operations, and equipment;

Priorities for processing, recovery, and
mitigation;

Maximum downtime before recovery of
operations; and

Minimum resources required for recovery.

Long-term goals and objectives may
include:

Management's enterprise-wide strategic
plan;

Coordination of personnel and activities;

Budgetary considerations; and

Supervision of third-party resources.
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’ apter rticle 2. Definitions.
» NAGIOS XI COMPLIANCE | “mwerbireessemion
AS A TOOL FOR THE ddtfytgtmth”:grﬁlmtkg control, prevent
RESOLUTION JM'1 02_ > and mitigate technological risk.

Technological risk: proactive prevention to operational
201 1 failures

Chapter 2 - Section 6. Risk Management Unit

\ A 4

c) Monitor the technological risk exposure and
maintain historical records of such monitoring and
measuring technology risk

Chapter 3 - Article 10. Outline of business
information

Article 11. Inventories of IT infrastructure, information
systems and databases

Article 13. Monitoring infrastructure, information
systems and databases

vV vV vV VY

Article 14. Acquisition, maintenance and
implementation of IT infrastructure, information
systems and databases

Article 15. IT Service Management

VY

Chapter 4 - Article 17. Security management
information

L:ﬁgn'fgni #NagiosCon13 c) Monitoring of security information;
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» Risk information

» Nagios Help to
Acuerdo 3-2012

Risk Management
Technology
Information

technology is the potential
for economic losses
derived from an event
related to the technological
infrastructure, access or
use of the technology,
which affects the
development of business
processes or risk
management of the bank,
to violating the
confidentiality, integrity,
availability, efficiency,
reliability , compliance or
timely use of information.



cuador

» CHAPTER V. -
OPERATIONAL RISK
MANAGEMENT

» (included with
Resolution No JB-
2005-834 of October
20, 2005
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» Sarbanes-Oxley /@\

» COBIT 5

o501 1SO
» ITIL V3 \@/

> 15O 20000 . .

» Government | -—
G

British Standards
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Sarbanes-Oxley

» Passed in 2002, the = Nagios can help your
Sarbanes-Oxley organization in areas
(SOX) or Public ranging from
Company Accounting monitoring systems
Reform and Investors and services to
Protection Act is assisting in verifying
focused on protecting they are in a trusted
shareholders. state.
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Sarbanes-Oxley

e

Documented client
results include:

Reduction in total SOx
project time

60%

459/ Year-over-year reduction
L of ineffective controls

o Increase in operational
55‘4 audit activity
95;y Less time on SOx analysis

L and reporting

Decrease in external
auditor review time

30%
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» COBIT’s main goal is
to align the business
drivers of an
organization with the
management of their
information
technology

) “orid Gonerence #NagiosCon13

Business objectives are
achieved.

Undesired events are

prevented or detected
and corrected.
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COBIT 5 Process Relerence Model

Processes for Governance of Enterprise IT
Evaluate, Direct and Monitor
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Processes for Management of Enterprise IT

Source: COBIT 5, igurs 16
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» Under the Committee

of Sponsoring
Organizations of the
Treadway
Commission

(COS0), five
components of the
internal control
framework for Nagios
could be...
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» Monitoring. While the

majority of the COSO
framework applies to
financial processes,
the Monitoring
component can apply
to IT and financial
monitoring.
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PCI DDS

» Under the PCI DSS
are six groups of
security principals
that break down
further into 12
requirements. The
group most applicable
to utilizing Nagios on
your network is
Regularly Monitor and
Test Networks. Under
this principal, the two
requirements are:

#NagiosCon13

rrrrrrrrrrrrrr

Requirement 10 Track
and monitor all
access to network

resources and

cardholder data.
Requirement 11

Regularly test security
systems and
processes.
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Provide policy and procedures for the security and protection of systems that create, process, store,
and transmit intelligence information.

Provide administrative and system security requirements, including those for interconnected systems.
Intrusion Detection and Security Analysis « Chapter 7 309

Define and mandate the use of a risk management process.

Define and mandate the use of a certification and accreditation process.

Promote the use of efficient procedures and cost-effective, computer-based security features and
assurances.

Describe the roles and responsibilities of the individuals who constitute the decision-making segment
of the IS security community and its system users.

Require a life-cycle management approach to implementing system security requirements.

VVvVY ¥V VYyYVYVYYVY VY

Introduce the concepts Levels-of-Concern and Protection Level of information.
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DIARMF

DIACAP

CATEGORIZE Security Categorization

System FIPS 199
Initiate & Plan y

C&A

Control Selection

CNSS51 1253
Implement & Validate
IA Controls
IMPLEMENT Implementation
Controls NIST SP 800-53A
Make Certification
Determination &
Accreditation Decision
ASSESS
Controls Assessment
and
Maintain Authorization
Authorization (A&A)

AUTHORIZE

MNIST SP 800-37
System
Decommission

System
Y MONITOR Continuous Monitoring

Controls NIST SP 800-137
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55555 gystem State Ehanges ——

» Tests are provided and periodically run to ensure the integrity of the
system state. It should be noted that definition of a “system” could
include the critical processes as well. In this section, we covered a
few of the many compliance controls that can be bolstered utilizing
Nagios. It should be clear that other compliance standards may not
call out specifically for system and service monitoring (e.g., HIPPA),
but Nagios can still be very valuable in these environments.
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